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Abstract In March 2018, the U.S. DHS and the FBI issued a joint critical alert
(TA18-074A) of an ongoing campaign by Russian threat actors targeting U.S. gov-
ernment entities and critical infrastructure sectors. The campaign targets critical in-
frastructure organizations mainly in the energy sector and uses, among other tech-
niques, Open Source Intelligence (OSINT) to extract information. In an effort to
understand the extent and quality of information that can be collected with OSINT,
we shadow the threat actors and explore publicly available resources that can gener-
ate intelligence pertinent to power systems worldwide. We undertake a case study of
a real, large-scale power system, where we leverage OSINT resources to construct
the power system model, validate it, and finally process it for identifying its critical
locations. Our goal is to demonstrate the feasibility of conducting elaborate studies
leveraging public resources, and inform power system stakeholders in assessing the
risks of releasing critical information to the public.

1 Introduction

Electric power systems have significantly evolved over the years and grew to be-
come essential in our everyday life. Our expectation of uninterrupted power supply
in everyday life is further exemplified by the far-reaching impact of power outages,
also known as blackouts. Table 1 lists notable power outages of the 21st century. The
examples showcase the diversity of possible causes, and are sorted by their impact
measured in millions of people affected.
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Table 1 Notable power outages of the 21st century
Year Country People affected Cause
2012 India 620 million Misoperation [21]
2015 Pakistan 140 million Malicious destruction [13]
2014 Bangladesh 100 million Equipment failure [1]
2009 Brazil & Paraguay 87 million Adverse weather conditions [3]
2015 Turkey 70 million Maintenance and oversupply [50]
2003 U.S. & Canada 55 million Shortcircuit because of trees [19]

Most blackouts observed to date are the result of equipment faults, natural phe-
nomena, animals, or human errors. However, there is increased concern in the in-
ternational community regarding cyberattacks that target power grids [38]. When
it comes to cyberattacks against cyberphysical systems and critical infrastructure,
Pandora’s box was opened in 2010 with Stuxnet, a worm targeting equipment in a
nuclear plant in Iran [41]. The first cyberattack targeting power systems is an inci-
dent in Ukraine reported in December 2015. The attack targeted computer systems
of three energy distribution utilities and is believed to be the work of a nation-state
actor [6]. The outage mainly affected the Ivano-Frankivsk region, leaving about
230,000 end consumers without power for hours [42]. A second, smaller scale cy-
berattack against the Ukrainian power grid hit Kiev a year later, this time targeting
the transmission network [16].

A large scale, ongoing Advanced Persistent Threat (APT) campaign by Russian
actors targeting U.S. critical infrastructure sectors was jointly reported in March
2018 by the U.S. Department of Homeland Security (DHS) and the Federal Bu-
reau of Investigation (FBI) in US-CERT Technical Alert 18-074A [61]. According
to Symantec, who has been closely monitoring the group behind this campaign, the
energy sector is the main target of the campaign, and the attack focus is not lim-
ited to the U.S. [58]. For gathering information during the reconnaissance phase,
the threat actors are believed to employ several techniques, including open source
reconnaissance, also known as Open Source Intelligence (OSINT).1

In this chapter we undertake a study of publicly available resources that are per-
tinent to power systems across the globe, in an effort to understand the extent and
quality of intelligence that can be generated with OSINT, as well as the feasibility of
constructing exploitation vectors based on these resources. We showcase the prac-
tical applicability of OSINT-based studies by modeling a real national power grid

using OSINT resources, cross-validating our model using secondary resources, and
identifying the model’s critical operational points through power security studies.
Our contributions can be summarized as follows:

• We provide a corpus of publicly available resources pertaining to power systems.
These can be leveraged using OSINT techniques to extract intelligence, identify
critical operational points, and construct attack vectors against target systems.

1 OSINT refers to data and information passively collected and analyzed from publicly available
sources. It is not related to open source software.
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• We demonstrate the significance of OSINT-based intelligence by undertaking an
in depth case study of a real, large-scale power system. We build and successfully
validate the model of this system from the ground up and analyze it to identify
its critical operation points.

To the best of our knowledge this is the first broad study of publicly available
resources regarding power systems. Moreover, this is the first work where a model
of a real power system was built from the ground up, leveraging and fusing pub-
licly available information using OSINT techniques. Our motivation for this study
is the uncertainty currently observed among the various stakeholders of the power
industry, including governments, vendors, and power utilities, regarding the real
threat cyberattacks pose to power systems. Our study can assist stakeholders and
regulators take informed decisions by raising awareness relating to the dangers of
divulging more-than-required information to the public, and showcasing potential
implications of public dissemination of sensitive information. Due to the sensitive
nature of the extracted information, we anonymize certain critical parts of the study.

The remainder of the chapter is structured as follows: We present our threat
model, target analyses, and methodology in Section 2. Publicly available resources
for modeling a power system are presented in Section 3. Section 4 provides details
on contingency analysis, a technique that can be used to derive the critical locations
of a system. Section 5 outlines OSINT resources for constructing attack vectors. We
evaluate the practicality of an open source campaign in Section 6 by constructing,
validating, and analyzing the model of a real power system. A discussion on the sig-
nificance of cyberattacks against the power grid and possible mitigation strategies
are presented in Section 7, and we conclude the chapter in Section 8.

2 Target analyses and methodology

The threat model we assume considers adversaries with power systems expertise,
whose objective is to cause large scale power outages. We assume that adversaries
do not necessarily have footholds inside target organizations, nor physical access to
the Supervisory Control And Data Acquisition (SCADA) center or power substa-
tions. Since we focus on publicly available resources for generating intelligence and
formulating attack vectors, adversary groups represented in our threat model are not
limited to nation-states or heavily funded private/government organizations.

2.1 Strategic target analysis

One of the first steps of a campaign is to study the target system at a high level
of abstraction in order to understand and identify the strategic assets of interest
[37]. For campaigns against the energy sector, this step concerns identifying which
power systems stage or combination of stages are more suitable for achieving the
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required objectives. In general, power systems are comprised of four stages: gen-
eration, transmission, distribution, and consumption. The first stage is generation,
where electricity is produced. It is then transferred near consumption centers in the
transmission stage, and distributed to end consumers in the distribution stage. Fi-
nally, electricity is utilized in the consumption stage by industrial, commercial, or
residential consumers.

For causing a large scale power outage, the consumption stage is not particularly
attractive because a very large number of consumers would need to be compromised
to achieve the required outcome. Employing a similar rationale, adversarial cam-
paigns would likely not target the distribution network, because the attack would
require the compromise of a large number of distribution substations, possibly con-
trolled by several power utility companies. The generation stage, at which electricity
is produced could be a promising target. However, power plants are manned 24/7
and typically employ a variety of protection mechanisms, including physical secu-
rity, rendering attacks against them significantly more difficult. In addition, restora-
tion of lost capacity from generator losses can be very quick, as demonstrated by
the 2011 Cyprus explosion which destroyed 60% of the state-island’s installed ca-
pacity [62]. Although the island’s grid is not interconnected to other national grids,
demand was met with distributed generation in a short period of time.

Considering attack difficulty and attack impact tradeoffs, the most attractive tar-
get is the transmission network. It fulfills the requirement of large scale impact,
while at the same time reduces the difficulty of launching an attack. Several trans-
mission substations are unmanned and situated in remote, not populated areas. This
finding is also supported by the fact that the majority of impactful blackouts were
caused by transmission stage failures.

2.2 Tactical target analysis

Following the strategic target analysis, tactical target analysis can identify specific

targets in a power system (e.g., transmission lines and substations) that could ful-
fill the requirement of causing a large scale power outage, and how to attack these
targets. For successful target selection we identify two prerequisites. First, adver-
saries need to create a model of the target system that enables power studies and can
generate intelligence regarding the entire power system. Second, the constructed
model must be processed and analyzed towards identifying the specific points of
interest whose compromise could lead to a large scale power outage. To that end,
well known tools and techniques from power system research, such as contingency

analysis, can be used.
Once the specific critical points of interest are identified, attack vectors for ex-

ploitation of these points must be constructed. In general, Circuit Breakers (CBs)
and their corresponding relay signals constitute attractive targets when attacking
specific locations of a power system. The operation of CBs guarantees normal ser-
vice of grid equipment due to system separation into protective zones, and the iso-
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lation of faulty zones as necessary to change load routing. In addition, the control
of CBs via relay signals allows the control circuity to command the various CBs
to open and interrupt or re-route the flow of electricity. Testifying to their critical-
ity, 70% of the major disturbances in the U.S. are associated with faulty operation
of relay controllers [45]. For constructing attack vectors, OSINT techniques can be
leveraged towards forcing CBs to open/close connections in a target system.

2.3 Methodology

In fulfilling the steps against targets in the transmission stage as they are identified in
the tactical target analysis, adversaries need to create a representative model of the
power system, conduct power studies on the model to derive its critical operational
points, and finally construct attack vectors against these specific points. In this work,
we focus on OSINT-based intelligence that can be leveraged towards achieving these
steps. We shadow threat actors seeking to cause a large scale blackout, investigating
the feasibility of utilizing publicly available resources to achieve this objective.

We begin by carrying out extensive research on the sources of information on
power systems that are available to the public. We provide a corpus of our findings
in Section 3. Such sources can provide fragmented information that can be then
combined towards creating models of power systems. Subsequently, we explore the
types of power system studies that are necessary for identifying critical operational
points of a target system. Contingency analyses are particularly relevant in achiev-
ing objectives such as large-scale power outages. An investigation of contingency
analyses is provided in Section 4. We then examine OSINT resources that enable
or can assist the construction of attack vectors against power systems. We consider
a broad spectrum of possible attack-enabling resources, and provide a corpus for
OSINT exploitation sources in Section 5.

Finally, in investigating the feasibility of leveraging OSINT intelligence and as-
sessing the quality of analyses enabled by it, we undertake an in depth case-study
of a real, large-scale power grid. We rely solely on OSINT intelligence, and fuse
information from a variety of sources to first build the entire model, and then val-
idate it using secondary OSINT sources. Using contingency analysis tools on the
constructed model, we additionally identify the model’s critical points.

3 OSINT resources for modeling a power system

In this section we provide representative, but non-exhaustive publicly available
resources, which can generate intelligence and provide sensitive information for
power systems and their components. Leveraging OSINT, it is possible to obtain
the information required to model a power system, enabling tactical target analyses
through power studies on the constructed model.
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Power system databases: Several power system databases are publicly available,
providing access to data relating to real systems across the globe. For example, the
Open Power System Data platform provides data regarding power plants, genera-
tion capacities, and loads for several European power systems [12]. Another source
of data is the European Network of Transmission System Operators for Electricity
(ENTSO-E), which was established in an effort to ensure the optimal functioning
of the EU internal energy market. Data include maps of transmission networks, grid
interconnection details, real time cross border flows, historical and forecast loads
and generation statistics, as well as development plans [5]. For the U.S., the Open
Energy Information (OpenEI) is a government collaborative website that provides
public access to energy data [11]. On a worldwide scale, the Enipedia semantic
database features a plethora of load, generation, topology and line characteristics
data for power systems across the globe [25].

Geographic Information Systems: The topology of a power system can be con-
structed or validated by observing the physical components of the system and their
interconnections. Instead of on-the-ground tracking of physical structures, it is pos-
sible to generate the network topology of a system using satellite imagery from
Geographic Information Systems (GIS). This enables a bird’s-eye-view analysis of
a system that can be performed remotely. Examples of power system components
as they appear in a GIS are presented in Fig. 1. The ability to map a power system
with GIS can be likened to the analog loophole problem in digital rights manage-
ment. Location information of physical power structures cannot be hidden from
orbiting satellites or aerial photography aircraft, except in the case of underground
cables. However, the vast majority of transmission level power lines are overhead
[20]. Finding the topology of a power system with GIS can be possibly automated
through machine learning and image processing techniques. In addition, tagging
power structures and power networks can be crowd sourced. The Power Networks
subproject of OpenStreetMap follows this exact approach [47].

Public reports: Oftentimes, power utilities, Transmission System Operators (TSOs),
or government agencies release reports to the public that contain operational details
and information regarding their power system. These reports may be in the form
of reports required by law, annual financial reports to shareholders, and statements
that outline future requirements and how they will be met (e.g., [29, 28, 15]). Some-
what ironically, blackout reports may also contain sensitive information regarding a
power system. Blackout reports are released to the public, typically for transparency
reasons, and usually contain technical details in an effort to pinpoint and explain the
source of the blackout (e.g,. [50]). In addition, reports from initiatives that aim to en-
hance the resiliency of the power grid and accelerate grid modernization can contain
information pertinent to specific power systems. For example, the North American
SynchroPhasor Initiative (NASPI) website includes a report listing the geographical
location of PMUs in the U.S. [9]. Information may be publicly available by design,
as is the case with the Northern Regional Load Despatch Centre (NRLDC) of In-
dia. The NRLDC shares real-time data regarding frequency, scheduled and available
capacity, and next-day load forecasts for operational reasons [7].
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Fig. 1 Images of power system components from GIS. Top left: Transmission substation, Top
right: Power plant, Bottom: Power lines.

Press releases: Adversaries can extract information regarding a power system from
information released to the press. Such information can be in the form of newslet-
ters, press releases by power system operators, success stories by the vendors who
installed components of the system, corporate presentations, etc. Some examples
include the media centers of vendors that include references to awarded, completed
and ongoing projects [55], reports from turnkey solutions providers where informa-
tion on voltage levels and transmission lines is listed [54] and vendor success stories
that reveal communication protocols and system topology [51].

The resources presented here, as well as additional information that can be col-
lected through other OSINT channels or through other more invasive techniques
and non-public sources, can be fused to create a model of a power system. The in-
formation can be used to derive the topology of the system, as well as to extract,
or estimate operational characteristics for performing power studies. Furthermore,
information from different sources can be compared to evaluate the accuracy of the
constructed model, a process we undertake in our experimental evaluation section.

4 Power system studies: Contingency Analysis

Modeling a power system enables carrying out power studies on the system. Dif-
ferent power studies may be necessary for different campaign objectives. For cam-
paigns that aim to disrupt the system and cause blackouts, power system security
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studies can provide valuable information to adversaries as to which specific targets
are necessary and sufficient for destabilizing the entire system. Power system secu-
rity is defined as the probability of the system’s operating point to remain within
acceptable ranges given the system constraints, the probabilities of changes (contin-
gencies), and its environment [44].

Contingency analysis is a well known operation in modern Energy Management
Systems (EMS), which provides necessary information to the system operator about
the static security of the system. In contrast to state estimation, which is considered
an online application, contingency constrained analysis is an offline application for
power system planning and operation [49]. Abstractly, contingency analysis can
be viewed as a “what if” scenario simulator that assesses, produces and ranks the
impact of unscheduled events on a power system. For example, a contingency can
be the failure, or loss of an element of the system (e.g., generator, transmission line,
transformer), or the unplanned opening of a CB. These events form the contingency
list, which is then used by contingency analysis algorithms to evaluate effects on the
overall system.

In its basic form, contingency analysis generates a power flow solution for each
event specified in the contingency list. The objective of the power flow analysis is
to obtain a set of voltage magnitudes and angles for each bus in the power system
corresponding to a specified load and generation condition. Subsequently, active
and reactive power flows on each branch and generator are analytically determined.
The loss or failure of each contingency event is simulated in the network model by
removing that part from the simulated power system. The resulting network model
is solved to compute the corresponding power flows, currents, and voltages for the
remaining elements. The outcomes from each contingency test are then compared
with the operational limits for every element (e.g., thermal ratings of transmission
lines) to determine if a limit violation occurs.

Since contingency analysis relies on the execution of a power flow study, the first
step is acquiring the required data to develop a power flow model of a power system.
Specifically, for a power system model to be sufficient for contingency analyses, the
following data are required [32]:

• System topology (Edges: Transmission lines/Transformers, Nodes: Buses).
• Transmission line parameters.
• Tie-line locations and ratings.
• Transformer and phase shifter parameters.
• Location, ratings, and limits of generators.
• Load location and load compensation.

In general, power systems must be able to sustain a single contingency condition
(N � 1) to enable maintenance operations, where N is the number of components
(typically the N branches of a network). North America Electric Reliability Corpo-
ration (NERC) and other regulatory agencies around the world enforce strict power
security standards that require power system operators to satisfy the N �1 security
constraint [46]. NERC standards also necessitate that operators ensure sufficient
system performance in the event of multiple outage contingencies. Nevertheless,



Open Source Intelligence for Energy Sector Cyberattacks 9

the problem of contingency identification remains computationally challenging due
to the total number of possible initiating events: it increases exponentially with k,
where k is the number of outaged elements. The complexity is further exaggerated if
outage scenarios are analyzed with a full AC power flow technique, which requires
significant computational resources.

Instead of using full non-linear AC power flow analysis, approximate, but much
faster techniques based on DC approximation can be used to estimate post-contingency
values of interest [35]. In general, DC power flow analyses are commonly used in
contingency studies where approximate real power flows are more important than
voltage limits on buses [60]. The DC formulation is based on the same parameters
as the AC problem, with additional simplifying assumptions: the voltage profile is
flat, meaning that all bus voltage magnitudes are close to 1 p.u., line resistances
and charging capacitances are considered negligible, and voltage angle differences
between neighboring nodes are small enough such that sin(qi j)⇡ qi j.

Regarding algorithmic approaches that address the complexity of calculating
N � k contingencies, multiple techniques have been proposed in literature. Ranking
and selection methods are traditional techniques that rank configurations of outages
based on a heuristic index [56]. Advancements of such methods study contingencies
based on Line Outage Distribution Factors (LODF), which are used to approximate
the change in the flow on one line caused by the outage of a second line [24]. For
N �2 contingency screening in particular, recent work on LODF based approaches
can mathematically guarantee identification of all the dangerous N � 2 contingen-
cies with low computational costs [60].

For every system, given its topology and flows, there always exist a number p

of multiple contingencies, which cannot be sustained and will lead to cascading
failures. Adversaries can leverage contingency analysis techniques for tactical target
analyses, towards identifying these p contingencies. Having constructed a model of
the target system, they can identify which specific p locations are critical, and target
them explicitly to materialize an attack.

5 Constructing attack vectors with OSINT

With knowledge of the critical points of a power system from the modeling and anal-
ysis steps, adversaries need to find attack entry points and construct attack vectors
against the system. More specifically, they need to devise means towards disconnect-
ing the critical transmission lines capable of a non-sustained contingency scenario,
as they are identified using techniques outlined in Section 4. We provide representa-
tive, but non-exhaustive sources of public information that can be leveraged towards
this objective through OSINT analysis.

Network: One possible entry point is over the network. Direct network channels
to industrial devices in the identified target locations over the public internet may be
available. To this end, Shodan, a “search engine for internet-connected devices”, can
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Table 2 Internet connected power grid devices indexed by Shodan
Protocol Port Indexed devices
DNP3 19999/20000 341

Modbus 502 13575
IEC 104 2404 445

IEC 61850 102 161

be employed [14]. Shodan uses crawlers that periodically index the web, searching
for open ports and a wide variety of protocols including several industrial protocols.
Table 2 is a snapshot of indexed devices by Shodan for the top four most commonly
used protocols in the power industry taken at March 30, 2018. Moreover, to en-
sure non-stale results it is possible for attackers to launch their own crawlers. The
release of efficient open source scanning tools such as ZMap, which can scan the
entire IPv4 range in a matter of a minutes, have enabled large scale scans of the in-
ternet with limited resources [26]. Network telescope studies focusing on industrial
protocols have shown that several scanning campaigns specifically target industrial
protocols employing these tools [30]. The situation is exacerbated given the poor
security the majority of industrial protocols employ, allowing unauthenticated ac-
cess [33]. To extract the IPs of interest from the set of results, attackers can identify
the organization in control of the target locations (e.g., power utility or governmen-
tal organization) and find IP addresses relating to the organization through reverse
WHOIS searches. All IP addresses belonging to the organization are possible entry
points; their compromise could enable lateral movement within the organization’s
network. The most promising results lie at the intersection between IPs owned by the
company and industrial devices indexed by scanning campaigns. With the public IP
address of a device known, attackers can employ remote fingerprinting techniques
to identify the specifics of the industrial device [36].

Supply chain: When specific make and model information for target devices are
known, attackers can carry out device-specific studies. To that end, a possible option
for an attacker is to obtain a physical copy of the target device for further hands-on
experimentation. With access to physical copies of power system devices, attack-
ers can validate known vulnerabilities and test their developed attack strategies to
increase the success probability of the final attack. Besides official vendors, online
marketplaces such as eBay, Amazon, Alibaba and other third party companies offer
used or new industrial equipment for sale. The majority of listings concern surplus
or decommissioned equipment, typically sold at a fraction of the original price. Ta-
ble 3 contains eBay listing statistics regarding microprocessor-enabled power grid
devices from the four vendors with the largest market share [59], gathered on March
30, 2018.

Vulnerability reports: Publicly available vulnerability databases, such as the In-
dustrial Control Systems Cyber Emergency Response Team (ICS-CERT) advisories
and alerts, and the National Vulnerability Database (NVD) can provide a public
source of vulnerabilities for target devices [8, 10]. Such databases are constantly
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Table 3 Microprocessor-enabled power grid devices from top vendors listed in eBay
Vendor Listings

ASEA Brown Boveri (ABB) 216
General Electric (GE) 458

Schneider Electric 373
Siemens 271

updated with vulnerabilities discovered in industrial devices, including power sys-
tem devices. If no vulnerabilities in the specific target device are published publicly,
attackers can investigate vulnerabilities in the same family of products which will
likely affect the target device because of intellectual property and code reuse be-
tween products in the same product line. Even if a patch was issued to address a
known vulnerability, there is high probability that the target system is still vulnera-
ble. Beyond reluctance and financial reasons, a major prohibitive factor for timely
updates is that power systems must be available at all times and thus any modifica-
tions can only take place at prescheduled maintenance times [31].

Vulnerability development: In case no known vulnerabilities exist, or the objec-
tives of an attack cannot be fulfilled with known vulnerabilities, adversaries can de-
velop their own zero-day vulnerabilities. This approach is more resource demanding
but has a higher probability of success and lower probability of detection. To achieve
this, attackers can follow several strategies. With access to a physical device, they
can extract the firmware of the device and analyze it for vulnerabilities, monitor the
network traffic exchanged looking for vulnerabilities in the network stack, and ex-
amine the configuration software for attack entry points. Several publicly available
blog articles outlining step-by-step approaches and techniques for hacking embed-
ded systems and Internet of Things (IoT) devices contain knowledge that is directly
transferable to power system devices [4]. For example, copies of firmware images
may be obtained from vendor websites. If that is not possible, or if the firmware
is encrypted, it can be directly dumped from the physical device via debug ports,
or extracted from the device’s flash memory using chip-off forensics techniques
[39]. Reverse engineering of firmware images can be accelerated with the use of
open source tools such as binwalk [2]. Fuzzing, a black box technique for testing
software, can also yield exploitable results. As regards to the network stack, infor-
mation exchanges between the target device and the configuration software can be
intercepted and analyzed using open source tools such as Wireshark [48].

Open source projects: An observation that can be drawn from the analysis above
is that there exists an abundance of open source software that can play an enabling
role when designing an attack. The majority of this software was designed for be-
nign uses (e.g., gathering statistics, education, penetration testing), but it can be
misused by adversaries with a malicious agenda. This is the case for the ongoing
campaign against U.S. critical infrastructure, where open source tools are employed
[61]. In addition to the direct enabling role of open source projects, open source
tools and libraries can become attack entry points. Adversaries can contribute to
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Fig. 2 Tracing transmission lines on GIS services.

open source projects they know are used by the target organization (e.g., a widely-
used open source project in the power industry is openSCADA [52]). Hidden within
updates, they can inject malicious code and backdoors.

6 Experimental evaluation of OSINT techniques

For experimentally evaluating the impact and quality of information generated with
OSINT techniques we use an OSINT approach to construct a model of a large, real
system, and analyze it with contingency analysis techniques to identify its critical
operation points. Compromise and adversary control of these points is sufficient to
create a system wide blackout.

6.1 Modeling a real power system

In testing the feasibility of modeling an entire real complex power grid using pub-
licly available information, we select a real system and set out to find the required in-
formation outlined in Section 4. Because of the sensitive nature of this study, we re-
frain from identifying the system and present only anonymized and non-identifying
information. For the remainder of this section, the system under study is referred to
as Outage Land.

We employ OSINT techniques to generate the model of Outage Land. We iden-
tify several sources of information for the power system including publicly avail-
able corporate presentations, expansion planning reports, and vendor success sto-
ries. From these public sources we initially extract all the high voltage buses and
connections between them, as well as the location of transmission and generation
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Table 4 Outage Land power system statistics
Type Number
400 KV buses 36
220 KV buses 64
132 KV buses 75
Total buses 175

400 KV to 400 KV branches 84
220 KV to 200 KV branches 115
132 KV to 132 KV branches 155
400 KV to 220 KV branches 29
400 KV to 132 KV branches 34
220 KV to 132 KV branches 4
Total branches 421

Generation stations 12
Maximum load forecast 15 GW
Installed generation capacity 17 GW

substations. Through this analysis we create a topological map of the system. We
cross-validate the constructed topology through GIS services, by manually tracing
high voltage lines and transmission towers throughout Outage Land. Fig. 2 shows an
example of a generation plant, a transmission substation, and the incoming/outgoing
transmission lines. Transmission towers are depicted as black dots and transmission
lines as red lines. We undertake the laborious manual process of generating the
topology of Outage Land’s entire transmission network through GIS services and
compare it with the topology extracted through other public resources, validating
our findings. GIS mapping for the entire system required 40 man-hours. Although
this process may be automated, we refrain from doing so because of the restric-
tive Terms and Conditions of commercial GIS software that do not allow automatic
mining of satellite imagery.

Towards enabling contingency studies of Outage Land we again rely on OSINT
techniques to extract operational characteristics of the power system. We fuse infor-
mation from various sources to identify bus voltage levels, installed generation de-
tails, transmission line characteristics and load estimations. We again cross-validate
the extracted information by comparing TSO reports, vendor success stories and
news articles. The transmission network of Outage Land operates at three voltage
levels: 132 KV, 220 KV and 400 KV. The components and connections for each
voltage level are presented in Table 4.

6.2 Identifying critical operation points

The public information and the model of Outage Land is appropriately formatted to
be used as input to MATPOWER, an open source MATLAB package, that solves
power flow and optimal power flow problems [63]. The numerical testing we per-
form considers only the contingencies associated with tripped transmission lines,
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since these are the targets identified in Section 2.1. For each N � 1 contingency
scenario (tripping of a power line) we compare the power flows in the resulting
tripped network with the corresponding thermal limits of the transmission lines. If
the contingency does not violate these thermal constraints, then the line is marked
as “safe”, otherwise it is characterized as “dangerous”. Similarly, in the N �2 con-
tingency case a pair of different lines (i, j) are tripped simultaneously, and a set of
constraints are used to identify the events that lead to thermal limits violations.

We rely on the DC approximation for the N�k contingency problem. The power
system is described by the vectors of voltage angles qi, where i = 1, ..,n and n

the number of buses in the system. In this scenario, the DC power flow equations
have the form of Bq = p, where B is the n⇥ n nodal DC susceptance matrix and
p is the vector of real power injections at the buses of the system. The matrix B

can be represented as B = MY M
T , where M is the n⇥N connection matrix with

1s representing the beginning bus of the branch and �1 its end. Y is the diagonal
N ⇥N matrix of branch susceptances. Therefore, the vector of power flows can be
described as v = Y M

T q = Y M
T

B
�1

p.
In addition to the N � 1 contingencies we also want to identify the dangerous

N � 2 contingencies to increase the impact and probability of a successful attack.
To that end, we use the pruning algorithm proposed in [60]. The algorithm excludes
islanding conditions as they do not cause cascading failure propagation. The effect
of each tripped line is described with a LODF matrix L which relates the change of
flow in a monitored line i that follows after the tripping of line j with original flow
v j, i.e., the matrix element L ji = (v̂ j �v j)/vi, relates the change of the flow through
line j from v j (before outage) to v̂ j (after outage) with the flow vi through line i

before the outage. In order to find the relation between single and two line contin-
gency LODFs, the LODF matrix becomes [60]: L=Y M

T
B
�1 eM(1� eY eMT

B
�1 eM)

�1
,

where eM is the n⇥ k submatrix of M corresponding to the outaged lines and simi-
larly eY is the k⇥k outaged line submatrix of Y . This expression is applicable both to
single and double line outage events. Direct comparison of these expressions allows
us to relate the two LODF matrices. The double outage effect is:

v̂l � vl =
Lli(vi +Li jv j)

1�L jiLi j

+
Ll j(v j +L jivi)

1�L jiLi j

(1)

In this relation we denote the outage lines by i, j and consider the change of the
flow on some arbitrary line l. The contingency occurs whenever the absolute value
of the flow at line l exceeds a critical value, i.e., |v̂l |> v

critical

l
that can for example

be the thermal rating of a transmission line. We preprocess the model by converting
it to a line-reduced network by aggregating radial branches into single nodes, a typ-
ical procedure for contingency analyses. We name the resulting nodes transmission

links, as they are collections of transmission lines that connect the same edges (i.e.,
transmission substations).

From our analysis we identify 228 dangerous N�1 transmission link contingen-
cies. They result from at least one violation of 72 transmission links in the 231-line
reduced network, and are drawn as blue nodes in Fig. 3. All 228 dangerous N � 1
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Fig. 3 Non-geographical network topology of Outage Land grid. Blue lines represent all the N �
1 contingency transmission links, red lines represent the most critical set of N � 2 contingency
transmission links.

contingencies include more than one transmission lines to form their transmission
link, meaning that more than one transmission lines need to be compromised to
realize the contingency scenario they describe.

To investigate N � 2 transmission link contingencies, we increase limits on the
lines that caused N � 1 contingencies, and rerun the N � 1 analysis in search of
N � 2 contingencies. We identify 1174 such N � 2 transmission link contingency
scenarios in the reduced network, out of the possible 26565 combinations. In these
results, some lines appear more frequently than others. To identify the most critical
links, we rank the results based on their frequency of appearance. The set of most
critical N �2 contingency links are presented as red nodes in Fig. 3.

The identified transmission links from the above study pose the greatest risk for a
wide area power outage, hence they would constitute a natural target for a malicious
adversary. The significance of the identified links is intuitively corroborated by their
physical proximity to densely populated areas in Outage Land where end consumers
are mostly situated. In theory, any of the above identified contingencies will result
in a blackout, allowing an adversary to select which links to attack based on accessi-
bility, whether the transmission lines are overhead or underground, or other criteria.
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7 Discussion and related work

Ostensibly, this study seems to suggest that the cyber threat against power systems
is under-estimated, as it serves as a proof-of-concept that attacks are enabled by the
plethora of public sources of information. However, before tripping the alarm bells,
we must take into consideration the resiliency and robustness of power grids around
the world, as well as the readiness and experience of power engineers in handling
blackouts and power outages. In the U.S. alone, 3879 blackouts were reported just
in 2016, lasting an average of 48 minutes and affecting almost 18 million people
across the country, causing an annual monetary loss of a staggering $150 billion
[27]. All across the globe, blackouts are a usual occurrence typically caused by
weather phenomena, accidents, animals, equipment failures etc. As a consequence,
power system operators have experience in handling power outage scenarios. Fur-
thermore, the power industry and government stakeholders have direct financial in-
centives in addition to societal obligations to direct efforts and funding in blackout
prediction and prevention mechanisms, and ensuring shorter recovery times [23].
The objective investigated in this chapter, per the threat model, is causing a wide
area power outage. This is not the same as a prolonged power outage. For example
prolonged outages may require the destruction or incapacitation of critical not-in-
stock equipment (e.g., large transformers and generators), something that typically
requires physical tampering.

In general, public dissemination of information and transparency are beneficial
for progress. With this work, our aim is not to constraint the release of information,
classifying all power grid information as confidential. Rather, we aim to highlight
the sensitivity of certain pieces of information that could enable malicious adver-
saries to launch cyberattacks against a power system, and assist in better under-
standing public information regarding power systems.

7.1 Why is sensitive information publicly available?

Throughout our study, we discovered a multitude of publicly available resources that
contain sensitive details on power systems. Besides understanding what intelligence
can be generated using such information, it is also important to understand why

such information is part of the public domain. Regarding data that can be used for
modeling a system, it is sometimes made publicly available by mistake, for example
due to misconfiguration errors or improper access controls on public websites. In
the case of identifying the location of power system assets through GIS, there is
unintended leakage of information because of the nature of the satellite mapping
techniques. Improper risk assessments from power system operators can also result
in releasing sensitive information. Information can be leaked by third parties, such
as power system devices vendors, when they release success stories that include
operational details of real systems.
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Alternatively, information can be intentionally released to the public. Given the
strong dependence of nations on electric power supply, the power industry is of-
ten considered part of public utility infrastructure. Even in cases where power util-
ities are private corporations, they are regulated by public utilities commissions.
For example, the U.S. Federal Energy Regulatory Commission (FERC) regulates
all power utility companies. As public utilities, certain details regarding the opera-
tion of power systems must be transparent to citizens, in some cases mandated by
law. For example, in some jurisdictions operational and procedural details must be
provided in order to justify electricity pricing rates [18]. Furthermore, because of
the threat of climate change, public interest groups and international organizations
require publication of data to enable monitoring and regulating the environmental
impact of electric utilities. Governments may also require the release of data to en-
sure transparency and fair competition between private companies [43], and data
may be released towards promoting a more reliable and efficient power grid [53].

7.2 Prevention and mitigation strategies

In dealing with the cyber threat to power systems, efforts should be directed to ef-
ficient and effective prevention and mitigation strategies. These can start by follow-
ing appropriate cybersecurity practices. Several best practices guides, such as the
Guide to Industrial Control Systems Security by NIST [57] and the ISA99 Indus-
trial Automation and Control Systems Security [34], offer practices that can thwart
or impede attacks against power systems. Vendors of power system devices should
harden the security of their products by revisiting their threat models, which might
not consider malicious tampering as a serious threat. Given the direct impact of
power system resiliency to the wider public, policymakers could accelerate action
with regulatory policies that would incentivize power system operators and vendors
to adopt good security practices.

From a technical perspective, field devices could be hardened at the different lay-
ers of the system, namely the hardware, firmware, software, network and operation
layers [40]. When it comes to hardware, access through debug ports, such as JTAG
and UART, should be disabled and the supply chain should be more strictly con-
trolled to disallow adversaries to obtain physical copies of critical devices. Hardware
support for cryptographic operations can enable the use of secure cryptographic
primitives in power systems. For firmware, static images should be encrypted and
firmware updates should be signed by the respective vendors. On the software layer,
proper security mechanisms and risk assessments are necessary, along with the abil-
ity of secure and verifiable updates that do not require downtimes. Regarding the
network layer, industrial devices deployed in power systems should never be di-
rectly connected to the internet, and field networks and business networks should
be segmented to thwart attacks that rely on lateral movement. Industrial protocols
with no security mechanisms should be redesigned or replaced with secure coun-
terparts. On the operation layer, effective physical security mechanisms should be
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employed, and the overall operation of the system could inform anomaly detection
schemes that aim to act as early indicators of attacks by gathering system-wide data.

As regards to information that can expose critical operational characteristics
and/or enable attack vectors against a power system, more careful consideration
must be taken when deciding its classification and targeted audience. Power system
shareholders can carry out periodic reviews of publicly available information, gain-
ing visibility into the different sources of information that concern their systems. In
addition, requirements and methods for proper handling and control of potentially
critical information can be established. For example, techniques that anonymize or
randomize the information before its release could simultaneously provide trans-
parency while protecting critical and sensitive data.

7.3 Related work

In the power engineering academic community, there exist studies that utilize real
data to model complex power systems. Several studies use the Polish grid model
included in MATPOWER cases [63], which is based on data collected in 2000 and
2001 from the website of the Polish transmission system operator. However, infor-
mation about the current state of the Polish grid is not available. In addition to the
Polish grid, real data from the power grid in Great Britain (GB) in 2013 are available
as a MATPOWER case. These data were assembled from National Grid public data
and reports and used for optimal power flow studies [17]. Real U.S. power grid data
obtained from the Platts GIS database are used in [22] to estimate the vulnerabil-
ity of the U.S. power grid to geographically correlated failures. In contrast, in this
chapter, we build a model of a real system from the ground up leveraging and fusing
a variety of public resources, and validate the created model using GIS imagery.

8 Conclusions

Motivated by the observation that adversaries actively employ OSINT techniques
for campaigns against the energy sector, we undertake a study of the amount and
quality of intelligence that can be extracted using publicly available resources. We
present a broad study on the sources of intelligence that can be leveraged to model a
large power system, analyze the model and finally study how to exploit it. We exper-
imentally evaluate the feasibility of an open source campaign by constructing and
validating the model of a real system using only publicly available information, and
analyzing the system to identify its critical points using contingency analysis. With
this study we aim to provide insight into the threat cyberattacks based on publicly
available resources pose to power systems. Our work can assist energy sector stake-
holders and regulators take informed decisions, and more carefully handle informa-
tion dissemination concerning sensitive characteristics of their power systems.
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