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Abstract

Industrial Control Systems (ICS) are under modern-
ization towards increasing efficiency, reliability, and con-
trollability. Despite the numerous benefits of intercon-
necting ICS components, the wide adoption of Informa-
tion Technologies (IT) has introduced new security chal-
lenges and vulnerabilities to industrial processes, previ-
ously obscured by the systems’ custom designs. Towards
securing the backbone of critical infrastructure, selec-
tion of the proper assessment environment for performing
cyber-security assessments is crucial. In this paper, we
present a layered analysis of vulnerabilities and threats
in ICS components, that identifies the need for includ-
ing real hardware components in the assessment environ-
ment. Moreover, we advocate the suitability of Hardware-
In-The-Loop testbeds for ICS cyber-security assessment
and present their advantages over other assessment envi-
ronments.

I. Introduction

Industrial Control Systems (ICS) are systems used in
industrial environments for interconnecting, monitoring
and controlling physical processes. The generic term ICS
encompasses several types of industrial automation and
control systems. Depending on the nature and topology
of the industrial process, two major types of ICS are [1]:

• 1) Supervisory Control and Data Acquisition
(SCADA) for centralized control over large geo-
graphic areas

• 2) Distributed Control Systems (DCS) in the case of
decentralized distributed subsystems, each responsi-
ble for their own local process

A generic ICS with typical components (controller, sen-
sors, actuators, Human-Machine Interface) is depicted in
Fig. 1.

The industrial environments controlled and monitored
by ICS are often parts of critical infrastructure. Examples
of such industrial sectors are oil and gas, electric power,

Fig. 1. Generic ICS architecture

chemical plants, factories, refineries, waste-water treat-
ment facilities and nuclear plants. The control of such
industrial processes is safety-critical, as disruptions in op-
eration can have devastating effects. They can lead to en-
vironmental disasters, impinge public health and safety,
and have severe financial implications [2].

Over the past years, industrial environments and criti-
cal infrastructure are under major restructuring [3]. The
main reason behind this trend is the promising poten-
tial for increased efficiency, reliability and lower produc-
tion and maintenance costs stemming from the inter-
and intra-connectivity of ICS components. The enablers
of industrial systems modernization are the computa-
tion and networking abilities of the comprising compo-
nents. ICS nowadays include embedded microproces-
sors, and “smart” sensors and actuators. These com-
ponents offer a multitude of advanced features, such
as web-servers with GUIs for monitoring and configura-
tion, FTP access and remote maintenance capabilities
[4]. The majority of these features are made possible
by the use of Commercial-Off-The-Shelf (COTS) devices
and open standards, shifting away from traditionally cus-
tom and proprietary designs. Modern ICS include com-
mon microprocessor-based designs (e.g. ARM-based) and
widely deployed operating systems such as VXworks and
Unix-based Real-Time Operating Systems (RTOS), sup-



porting a plethora of communication protocols [5].

While the shift to COTS components offers stable,
readily available and robust hardware and software, it
vastly increases the attack surface against ICS [6]. The
pervasive integration of Information Technologies (IT)
and Internet Protocol (IP) devices, introduces new vul-
nerabilities in these safety-critical processes. For example,
new vulnerabilities found in the COTS components can be
promptly ported to industrial environments. Standard-
ized and open IT protocols used for ICS communications
have known vulnerabilities which enable direct use of ex-
isting exploitation techniques. The case is similar for IT
software and hardware deployed in ICS. This allows for
orchestration of elaborate attacks. Moreover, the inter-
connection of the corporate and control networks breaks
the assurances of previously considered “air-gapped” net-
works and increases the accessibility of the control system.

The cyber-security threat to ICS is rising, as evident
by the increasing number of cyber-attacks against such
systems [7]. In 2014, the ICS Cyber Emergency Response
Team (ICS-CERT) received and responded to 245 security
incidents for U.S. ICS [8]. Dell’s Annual Threat report
shows that global SCADA attack efforts increased from
91,676 in January 2012 to 163,228 in January 2013, and
675,186 in January 2014 [9]. The situation is exacerbated
by the fact that reported incidents are just a fraction of
the actual attacks. A lot of incidents go unreported, either
because the operators do not realize their infrastructure
has been, or is, under attack, or because corporations do
not report attacks, especially in extortion cases, in fear of
hurting their public image and losing their customer base.
The actual cost of cyber-attacks against ICS to the global
economy is estimated to be more than $400 billion [10].
In response, the ICS cyber-security market is expected to
grow to $8.73 billion by 2019 [11].

Comprehensive and thorough cyber-security assess-
ment of ICS is imperative given the criticality of the pro-
cesses controlled by these systems. A common approach
for ensuring ICS resiliency, performing penetration tests,
and validating mitigation techniques is the use of evalua-
tion testbeds. In this paper we enumerate possible attack
paths and existing vulnerabilities for the different layers of
ICS architecture. This layered analysis provides insights
to the requirements of the evaluation environment. More
specifically, it highlights the need to include real hard-
ware components in the testbed. We thus advocate the
suitability of Hardware-In-The-Loop testbeds and present
the advantages they offer in cyber-security assessment en-
vironments.

The rest of the paper is organized as follows: Section II
presents the main differences between conventional IT sys-
tems and ICS cyber-security and selected cyber-attacks
on ICS. A layered analysis of ICS components and cyber-
security threats and vulnerabilities for each layer are pre-
sented in Section III. ICS cyber-security assessment is dis-
cussed in Section IV along with a description of Hardware-

In-The-Loop testbeds. Section V concludes the paper.

II. ICS Cyber-Security

A. ICS Security vs. IT Security

Traditional IT systems and ICS share many similarities,
as the former increasingly adopt IT solutions to enhance
their performance and efficiency. However, the security
goals of these two systems differ given the nature and
purpose of ICS, rendering security solutions designed for
IT systems not adequate to protect ICS [12, 5]. The main
differences of IT and ICS security goals are listed below:

Physical interaction: ICS are cyber-physical systems,
where control signals sent to actuators lead to physical
actions that interact in a complex manner with the in-
dustrial process. In contrast, typical IT systems do not
have physical interactions.

Security Objectives: ICS security focuses on availabil-
ity of the industrial components and integrity of the in-
dustrial process, whereas IT security focuses on confiden-
tiality and integrity of data.

Software changes: Software updating in IT systems can
be done frequently and in an automated manner. In the
case of ICS, the continuity of industrial processes does
not allow downtime for software changes. In addition,
exhaustive testing is required to ensure correctness of the
update.

Communication Protocols: Networks in IT systems
use well-known open protocols. ICS communications on
the other hand, typically use a variety of different non-
standard protocols, usually proprietary.

Component Lifespan: Typical lifetime of IT systems
is approximately 3-5 years. On the contrary, ICS are de-
signed with a lifespan of 15-20 years. This is also one of
the reasons behind the large number of legacy devices in
the field.

Criticality of response time: Response to emergencies
is safety-critical in the case of ICS - information flow must
not be interrupted or obstructed (e.g. authentication de-
lays). IT systems do not have critical emergency inter-
actions and can implement stricter access control mecha-
nisms.

B. ICS Cyber-Attacks Examples

A significant number of cyber-security related incidents
in ICS have been reported up to date. A large number
of these cyber-attacks significantly affected the produc-
tion process and safety of ICS. We elaborate on two well-
known and high impact attacks, which resulted in physical
damages:

Stuxnet: The most sophisticated malware targeting an
ICS is the Stuxnet worm, discovered in 2010 [13]. Stuxnet
is believed to be a state-developed cyber-weapon that
infected at least 14 industrial sites in Iran, including a



uranium-enriching plant. It targeted Windows comput-
ers that had Step7 installed - a specific software for pro-
gramming Programmable Logic Controllers (PLCs). The
worm reconfigured PLCs in control of the spin speed of
centrifuges. By manipulating the spin speed, attackers de-
stroyed several centrifuges. Since this cyber-attack, ICS-
targeting malware like Duqu, Flame and Gauss have been
found, sharing many similarities to Stuxnet [14].

Baku-Tbilisi-Ceyhan (BTC) incident: In 2008, the
oil pipeline of BTC in Turkey faced a cyber-attack [15].
The attackers gained access to the pipeline’s control and
monitoring system by exploiting vulnerabilities in the
camera communication software, disabled the alarm sys-
tem and manipulated the pressure of the pipeline. The
result was an explosion on the pipeline that had severe
financial implications and environmental impacts. More
than 30,000 barrels of oil were spilled in an area above a
water aquifer, while the incident cost British Petroleum
(BP) and its partners $5 million/day in transit tariffs.

Cyber-attacks against ICS have targeted various indus-
try sectors. In 2000, a disgruntled employee used inside
knowledge to attack a sewage treatment plant and pump
800,000 liters of sewage in a river in Queensland, Australia
[16]. The Nachi virus shut down production in a U.S.
petrochemical company for five hours in 2003 [17]. The
Zotob worm infected automotive manufacturing plants in
the U.S. in 2005 [18]. Slammer infected the computer sys-
tem of an Ohio nuclear plant in 2003, disabling the moni-
toring system for almost five hours [19]. More recently, in
2014, attackers used an ICS-targeting water-holing attack
and attempted to extract sensitive process data using the
Havex Trojan [20].

III. ICS Architecture Layers

Towards gaining better understanding of the require-
ments of a cyber-security assessment, we dissect ICS ar-
chitecture into its comprising layers. These are the hard-
ware layer, the firmware layer, the software layer, the net-
work layer and finally the industrial process layer, as de-
picted in Fig. 2. In this layered organization, each layer
builds on top of the previous one. In addition, compro-
mising one layer can lead to compromising all the layers
above it. For example, an attacker that gains control of
the network can send spoofed measurements to the con-
troller, thus controlling the industrial process to prefer-
ence. Similarly, an attacker exploiting a firmware vulner-
ability or modifying the firmware can gain control of the
layers above (e.g. attack the software implementation of
a network protocol and send malicious commands to the
controller, thus affecting the process). A discussion of
each layer’s characteristics, possible threats and vulnera-
bilities follows, summarized in Table I.

Fig. 2. ICS architecture layers

A. Hardware Layer

The hardware layer of an ICS in the cyber-security con-
text includes the microcontrollers, microprocessors and
other electronic equipment. The role of the hardware
layer is crucial, as other layers rely and build upon it to
perform all operations. A possible attack vector against
this layer is physically manipulating the hardware. How-
ever, that requires prolonged physical access to the device
and in-depth knowledge of the specifics of the system and
its architecture.

Another attack vector is via the hardware supply chain.
Due to supply chain globalization, it is possible for an ad-
versary to inject malicious logic, i.e. Hardware Trojans, in
a design during one of the fabrication stages [21]. Exam-
ples of malicious logic are backdoors that enable remote
control of the device and/or leak confidential information
and time-bombs that disable the circuit or cause perfor-
mance degradation at a given time or when a condition is
activated [22].

The computation results of hardware devices can be
manipulated using fault injection attacks [23]. Fault injec-
tion attacks deliberately inject faults during the device’s
normal operation. The faults can be transient or perma-
nent, depending on the fault injection method. They also
range in accuracy. Low accuracy fault injection attacks
can be achieved by manipulating the environment temper-
ature of the device, its power supply and clock, or using
electromagnetic (EM) pulses, among others. More accu-
rate attacks require more sophisticated and costly tools,
such as focused ion beams, but can in order achieve a
granularity of single bit-flips [24]. A down site to these
attacks is that some are destructive to the circuit and
require physical proximity to the hardware device.

Information can be extracted from the device through
its side-channels [25]. Side-channel attacks target the
physical implementation of an algorithm or process and
exploit information leakages. The timing and power con-
sumption are typical side channels, that led to timing at-
tacks and simple and differential power analysis (SPA and
DPA) attacks against cryptographic algorithms [26, 27].
Other side-channels are the EM emanations of a device
and its acoustic vibrations [28].



B. Firmware Layer

The firmware layer sits between the hardware and soft-
ware layers and acts as a bridge between them. The
firmware supports higher level operations and controls the
basic functionality of the device, including communica-
tions, execution of compiled binary programs and device
initialization. The large degree of control it offers makes
it an attractive target for an attacker. Firmware can be
exploited through reverse engineering. There are three
basic steps in reverse engineering a firmware image [29]:
Firmware image acquisition: The binary can be ob-
tained via vendor websites, social engineering or extracted
from the JTAG port. If all the above fail, it can be ex-
tracted from the device’s ROM memory by desoldering it
and directly reading its contents.
Binary analysis: This step tries to get information
about any file-systems, presence of encryption or check-
sum fields etc. Visual inspection, binwalk and binary dif-
ferentials are typically used tools and methods.
Binary disassembly: In this step, the target proces-
sor architecture is identified and ASCII strings examined.
Disassembly software like IDA Pro can then be used to get
information regarding the functionality of the firmware
image [30].

By reverse engineering a firmware image, attackers can
get insight to the low-level details of the device. They can
then identify weaknesses in the firmware, such as poor im-
plementations of protocols, possible candidates for buffer
overflow attacks and improper authentication techniques
[31]. Following the reverse engineering process, it is pos-
sible to modify the firmware image by adding malicious
code [32].

PLCs, the main control components in an ICS, are
typically microprocessor-enabled devices controlled by
firmware. Although firmware updates can be disabled,
the majority of PLC vendors support them for facilitat-
ing the application of bug patches and security upgrades.
However, where vendors see features, attackers see en-
try points. Firmware analysis and modification attacks
against embedded devices and PLCs have been carried
out successfully in the literature: 38 previously unknown
vulnerabilities were discovered in more than 693 firmware
images of embedded devices in [33]. The firmware up-
date protocol and checksum algorithm of Wago PLCs were
reversed engineered in [34]. Through firmware analysis,
hardcoded credentials for a backdoor in Siemens PLCs
was demonstrated in BlackHat 2011 [35]. Moreover, the
authors of [36] successfully uploaded modified firmware
over the network to DCS controllers, enabling arbitrary
code execution.

C. Software Layer

At the software layer, the attack surface consists of the
Human-Machine Interfaces (HMI) and the terminal sys-
tems used to interact with the actual industrial process

(top layer). The software that runs on the terminals and
implements the corresponding interfaces is deployed over
commodity operating systems and thus is prone to wide
range of vulnerabilities. Spanning from corruption and
disclosed vulnerabilities in the program memory space, to
kernel exploits and command injection, such attacks can
alter the legitimate control flow of the software running
on the system and give full control of the industrial pro-
cess to adversaries. Recent attack examples applicable to
this layer include Return Oriented Programming (ROP)
and variants (ret2libc, call oriented, jump oriented, ROP
without returns and counterfeit object oriented program-
ming) [37, 38], ret2dir attacks [39], Just-In-time ROP [40],
format string attacks and printf-oriented programming
[41], pointer violations, integer overflow attacks as well
as heap/stack overflows.

Besides attacks applicable to the ICS software itself,
additional attacks are possible, especially in case web
browsers are used on the same system (as part of the
human-machine interaction or as part of multipurpose
workstations). For example, cross site scripting attacks
(XSS) would allow adversaries to steal session cookies,
disclose host files, install further malware, or alter the
information send and received through the browser. Ac-
cording to a recent analysis [42], from 1988 to 2012, 35%
of all CVE security advisories were either XSS (13%),
memory corruptions (14%), or code and command injec-
tions (8%), which highlights the prevalence of XSS and
memory corruptions. The impact of memory corruptions
is emphasized considering that about 45% of “critical”
CVEs were either memory corruptions (35%), code and
command injections (8%) or format string vulnerabilities
(2%).

Exploiting the underlying vulnerabilities at this layer
can be accelerated and simplified using specific attack
frameworks. Typical examples include Metasploit [43],
the Browser Exploitation Framework [44], Xenotix [45],
Core Impact [46], while reconnaissance of potential tar-
gets is accelerated by vulnerability scanners such as Nes-
sus or Acunetix [47]. Using such frameworks, the time and
effort invested by adversaries can be minimized, increas-
ing the attack risk if the ICS software layer is vulnerable.
An alternative to reconnaissance, where adversaries at-
tempt to discover know vulnerabilities, is to “purchase”
zero-day exploits anonymously from the darknet markets
[48, 49]. Since these exploits are unknown to software
developers, they are expected to remain unpatched for
extended periods of time, while the buyers can be gov-
ernments/government organizations, security intelligence
companies or well-funded individuals.

D. Network Layer

The interaction of ICS components is done via the net-
work layer. In this layer, vulnerabilities can be introduced
by its composing elements. Entry points include firewalls,
modems and communication equipment, the fieldbus net-



work and communication protocols and their implemen-
tations [5]. For example, incorrectly configured firewalls
can allow unauthorized access to the control network via
the corporate network and the Internet.

There is a large number of ICS communication pro-
tocols and deployment varies per industry sector. A re-
port by SANDIA presents an overview of the most com-
monly used communication protocols per sector [50]. As
an example, the most widely used protocols in the electric
sector are IEC 60870-5, DNP3, Modbus, FOUNDATION
Fieldbus and ICCP. Some of the protocols used in ICS
have known vulnerabilities or are insecure by design, while
others are proprietary, offering security-through-obscurity
assurances. In particular, two widely used protocols in
SCADA systems, Modbus and DNP3, have several iden-
tified vulnerabilities [51, 52]. The lack of confidential-
ity, integrity, authentication and antireplay mechanisms
in these protocols is the main source of their vulnerabili-
ties. The absence of these mechanisms enables a variety
of network attacks, such as Man-in-the-Middle attacks,
unauthorized code execution, Denial-of-Service (DoS) and
replay attacks.

The extensive use of COTS led to the porting of se-
rial protocols over TCP/IP, for interoperability reasons.
However, this has expanded the attack surface of the net-
work layer, by including TCP/IP attacks. In tandem with
the less frequent updating schedule of ICS components
due to the real-time requirements of ICS, the security
threat is increased. Furthermore, several ICS are con-
nected directly to the Internet via TCP/IP as evident by
the Shodan search engine. This facilitates reconnaissance
and ICS targeting. A study used Shodan to distinguish
PLCs connected to the Internet and obtain their PLC
code by carefully crafting network requests [53].

E. Process Layer

The interaction of all aforementioned layers contributes
in the implementation of industrial processes, apposite to
the tasks and goals of the ICS. Attacks on the process
layer manipulate the process state, by modifying control
logic and process variables and constants. Their aim can
be deteriorating the quality of the end product, damaging
ICS components causing operation disruptions, DoS and
performance degradation. Carefully crafted attacks can
go undetected, especially if they do not force components
to operate outside their acceptable boundaries.

A prominent example of a process-aware attack is
Stuxnet, described in Section II. Another example is the
Aurora vulnerability, developed in the Idaho National Lab
[54]. The attack causes a diesel generator to explode by
rapidly opening and closing the generator’s breakers. Fur-
thermore, false data injection attacks in power grids can
manipulate the state estimation used in system monitor-
ing, and have a significant impact on the power system
[55]. Towards automating process attacks, the authors of
[56] have developed an automatic payload generator for

TABLE I
Summary of ICS Layers Threats & Vulnerabilities

Layer Vulnerabilities & Threats
• Hardware Trojans

Hardware • Fault Injection Attacks
• Side-Channel Attacks
• Firmware reverse engineering

Firmware • Firmware vulnerabilities
• Firmware modifications
• Memory corruption & control flow

attacks
Software • Web attacks on multipurpose

workstations
• Zero-day vulnerability markets
• Firewall misconfiguration

Network • Protocol vulnerabilities
• Internet-facing ICS
• Process-aware manipulation of

control logic & process variables
Process • False data injection attacks

• Automatic payload generation

PLCs that lowers the prerequisite knowledge required to
launch an attack against an ICS. Attacks and their ef-
fects to the process layer is a new area of research, where
typically an ICS model is used to assess the attacks’ ef-
fectiveness and impact [57].

IV. ICS Cyber-Security Assessment

Cyber-security assessment aims in identifying vulnera-
bilities and risks of a system and its procedures. For ICS,
the assessment methodology is different from IT systems
since the two systems have different cyber-security objec-
tives, as explained in Section II. The assessment requires
careful planning and implementation in order to capture
the different layers of ICS architecture in a cost-efficient
and comprehensive manner. There are several steps that
must be followed in the assessment process, such as doc-
umentation analysis, resources prioritization, vulnerabil-
ities identification, assessment environment, validation
testing, threat mitigation and monitoring [58]. In this
paper we focus on the assessment environment, typically
referred to as testbed.

In IT systems, assessment methodologies that include
the production environment, or test individual compo-
nents can be effective. On the contrary, the interaction of
ICS with the physical world renders this approach inef-
ficient and inherently hazardous. Consequently, we only
discuss lab-based setups.

Designing a testbed has several challenges, stemming
from the nature of ICS. The complex behavior of the
system must be as closely as possible captured in the
assessment environment, both for operational and non-
operational conditions. The testbed should address scal-



ing, since it is a scale down model of the physical system.
A crucial requirement is the support of both legacy and
modern components and protocols, enabling realistic se-
curity and compatibility testing. Cost is also a challenge.
The best assessment environment is a complete duplica-
tion of the original ICS, however that is not economically
feasible nor flexible. Other considerations that must be
taken into account are system flexibility, IT boundaries,
configuration settings, etc.

Testbeds are necessary for studying, understanding and
improving the cyber-security of ICS. Furthermore, they
can be used as platforms for ensuring the interoperabil-
ity of components or training engineers. A large num-
ber of industrial testbeds exist for a variety of purposes
and industries. For example, over 35 smart-grid applica-
ble testbeds have been developed in the U.S. [59]. For
domains other than security (e.g. testing), testbeds are
already an indispensable tool to the control industry.

The assessment environment can be solely comprised
of software models and simulations [60]. This approach
has the main advantage of keeping the design cost low.
However, software-only techniques with models and sim-
ulations fail to capture the complexity and recreate the
real-world conditions of physical systems, since they in-
clude only one of the architectural layers. In addition, a
software simulation can not include every possible state
of the cyber-physical system [61]. The hardware platform
on top of which the virtual assessment environment ex-
ecutes may also restrict the analysis. Furthermore, the
software simulator itself can introduce delays and simpli-
fying assumptions, like the theoretical implementation of
communication protocols. In conclusion, the assessment
results obtain with a software-based testbed heavily de-
pend on the simulation model’s accuracy and quality and
in most cases will give its users a false sense of security.
For these reasons, software-only environments are not a
frequently adopted tactic.

From the above discussion, it is clear that compre-
hensive cyber-security assessment requires the presence
of real hardware in the assessment environment. Includ-
ing hardware components in the testbed can capture the
information flow throughout the layers of the ICS archi-
tecture. In particular, the bottom layers of firmware and
hardware can not be otherwise represented in the testbed.

A. Hardware-In-The-Loop Testbeds

The requirements of ICS make Hardware-In-The-Loop
(HITL) testbeds attractive as assessment environments.
HITL methodologies for ICS connect the system in a loop,
as shown in Fig. 3. One (or more) hardware components,
typically a PLC, are connected to a host computer that
runs the simulation environment. This connection can be
done with a Serial Interface Board (SIB) that acts as a
hardware translation layer and converts digital to ana-
log signals and vice versa for communication between the

Fig. 3. HITL testbed configuration. a) Host PC running
simulation model, b) Serial interface board, c) PLC and d)
Simulation environment

PLC and the host PC. The system dynamics can be cap-
tured by replacing the physical part and dynamics of the
system (actuators, sensors, industrial process) with a sim-
ulation. That simulation can for example be a Simulink
model of an industrial process. One or more control loops
can be offloaded to the actual hardware PLC for control,
with the host PC orchestrating the communication be-
tween the simulation model and the actual measurements,
obtained from the PLC’s I/O modules. A commonly used
model in the literature is the Tennessee Eastman process,
due to extensive existing research on this model and avail-
ability of open-source simulation models [62].

Hardware-In-The-Loop (HITL) testbeds are more ef-
fective by providing a symbiotic relationship of physical
and virtual components [63, 64]. Because of the require-
ments of ICS, this hybrid environment can more accu-
rately simulate real-world interfaces and represent all the
layers of ICS architecture. For cyber-security assessments,
the HITL environment can be successful in addressing vul-
nerabilities for each layer and across layers.

HITL platforms have numerous advantages, inheriting
benefits from hardware, software and network tools. Fore-
most, they have high accuracy and provide comparable
results with the real system. They achieve this in a non-
destructive way, without the hazards of testing a produc-
tion environment. In addition, HITL testbeds are cost
effective as they combine software and hardware and re-
duce implementation costs compared to the hardware-
only technique. They also offer flexibility as the architec-
ture of the environment is reconfigurable and several ap-
plication scenarios and components can be assessed. They
are modular and can integrate multiple types of control
components, as well as facilitate linkages between other
interfaces and testbeds. An advantage they inherit from



software, is that the simulation is performed faster than
the real physical systems. This enables extensive exper-
imentation, especially in the case of processes with long
cycle times. Moreover, network protocols and standards
are integrated in the environment and can be directly eval-
uated and assessed.

For these reasons, HITL setups are frequently used in
cyber-security assessment environments. The National
Institute of Standards and Technology (NIST) has devel-
oped a cyber-security testbed to study several application
scenarios for ICS [65]. The ENEL SPA testbed studies
and evaluates the impact of cyber-attacks on power plants
[66]. PowerCyber is a testbed that integrates communi-
cation protocols, industrial devices and software and real-
time simulators, trying to capture the inderdependencies
of smart-grids [67]. Furthermore, NYU has developed a
cyber-security testbed for demonstrating firmware modi-
fication attacks on relay controllers [61].

V. Conclusion

The modernization of ICS greatly increases the attack
surface of safety-critical operations. The growing number
of cyber-attacks against ICS and the criticality of the pro-
cesses controlled by them are clear indicators of the need
for in-depth cyber-security assessment of these systems.

In this paper, through a layered presentation of threats
and vulnerabilities of ICS architecture, we show that all
layers can be targets of cyber-attacks. We advocate that
the assessment environment must include hardware com-
ponents, in order to capture the information flow across
all layers. To that end, HITL testbeds can effectively and
efficiently represent all layers and capture the complex-
ity of the physical systems, providing useful assessment
results, as well as insights towards securing ICS.
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