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Abstract—Over the past years, sophisticated adversaries have
infiltrated the control networks of energy companies around
the globe. As attempts to compromise industrial control and
information technology systems have soared, electric utilities
increase their investments in cyber security as an important
step to enhance resiliency of the power system. Although utility
companies started adopting a defense in depth strategy, compliant
with security reliability standards, the first step towards building
effective mitigation strategies is to understand the attack vectors
emerging from publicly available information. To this end, we
utilize data from accessible resources to create a map of the
topological and electrical structure of smart grid regions. Fur-
thermore, we identify electronic devices able to control the critical
electrical units in the system. The location and characteristics of
these components are used in a simulation environment to study
the interaction of controls and dynamics in the system. Lastly,
we examine the paths of attacking control equipment and discuss
the impact of such scenarios.

I. INTRODUCTION

Electric power grid is the centerpiece of any country’s econ-
omy since it provides the foundation stone of all other critical
infrastructure sectors. As such, it makes an attractive target
for adversaries. A successful attack on the control elements of
the grid can cause a cascade of power outages with disastrous
consequences in national security, public health and economy
[1]. The recent discovery that BlackEnergy malware was used
to cause the blackout in the Ivano-Frankivsk region of Ukraine
[2], clearly indicates that power systems are vulnerable to
digital threats. Since compromised control systems can cause
very extensive damage (not only to electric grids but also to
other critical infrastructures), the U.S. Department of Energy
and the electricity industry have jointly invested $7.9 billion
from 2009 till 2015 in projects aiming to modernize systems
for the smart grid implementation, strengthen cyber security
and improve interoperability [3].

Although power utilities are taking steps to establish better
protection against attacks on the grid infrastructure, many of
the products currently being deployed in power systems are not
being designed with security in mind. Commercial-Off-The-
Shelf (COTS) designs typically use common technologies and
software that have both known and unknown security vulner-
abilities. Also, weaknesses in network segmentation can allow
attackers to penetrate the system through a network-based
attack vector. For example, adversaries can exploit poorly
configured firewalls to insert a malicious payload into the
grid control units. Furthermore, nowadays adversaries mainly
use readily available intrusion tools and exploit scripts that

capitalize on widely known vulnerabilities. For instance, the
attackers involved in operation Night Dragon (2010), which
targeted oil, gas and energy companies, used common hacking
tools in order to find project details and financial information
about oil-gas exploration and bids [4].

In addition to the COTS software and hacker tools available
on the Internet, thorough documentation such as electric indus-
try publications, regional maps and Federal Energy Regulatory
Commission (FERC) filings can provide sufficient data to
adversaries. The dissemination of such information is driven
from several reasons: a) public-interest groups or regulations
are demanding data to monitor the environmental performance
and impact of electric utilities, b) justify electricity rates based
on how operating procedures are provided, ¢) government
intervention to ensure transparency amongst competing com-
panies, d) ensure the operation and development of a safe
and efficient electricity sector, etc. [5]-[8]. This information
can enable hackers to identify and infiltrate critical points
in transmission and distribution systems as well as in the
communication infrastructure. For example, if public resources
disclose information describing that administrative and organi-
zational LANs are connected to Energy Management Systems
(EMS)', then attackers could gain access to the smart grid
control centers.

In this work, using public information gleaned from the
web, we demonstrate how an attacker can create a map of
grid regions and document their characteristics. The knowl-
edge regarding the smart grid structure, control units and the
implemented communication protocols are the baseline for
identifying related vulnerabilities. Specifically, we examine
code flaws in the design implementation of a protection relay.
This commercial relay controller is deployed in the network of
a particular distribution utility, polling data directly from the
Supervisory Control And Data Acquisition (SCADA) master
or a Remote Terminal Unit (RTU).

The disclosure of critical substations location and the fea-
tures of their control equipment are used in a simulation study.
The purpose is to model the collected information and specify
the most critical set of elements to be attacked. In addition,
we present how several control systems can be accessed and
managed through different paths. As a result, an adversary
can report spurious data to the control center or even modify
settings to disable protection mechanisms and therefore trigger

'An EMS is a system of computer-aided tools used by operators of power
utilities to monitor and coordinate the flow and distribution of electricity.
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Fig. 1: Power grid architecture.

an outage. The implications of such attack paths are modeled
and discussed.

The rest of the paper is organized as follows. Background
on grid architecture is given in Section II. Section III describes
publicly available data on the web regarding power systems.
The section also explains how to access and alter control
equipments operation. The modeling of the collected data,
the results regarding control units exploitation and the impact
discussion of the presented attacks are shown in Section IV.
The paper concludes with final remarks in Section V.

II. BACKGROUND

The structure of smart grid indicates a complex cyber
physical system, designed to support the needs of a growing
population. For example, in 2013, the U.S. had approxi-
mately 125 million household consumers of electricity and
the grid could carry over 1,063 gigawatts of power [6].
As seen in Figure 1, the smart grid structure consists of
generating stations where electrical power is produced, high-
voltage transmission lines that carry power from power plants
to distribution substations, and step-down transformers and
distribution lines whereby the voltage can be lowered allowing
the electricity to be delivered to consumers. Electric utilities
typically distinguish between consumers based on the type of
activity they perform: residential, commercial and industrial.
In addition, over the past years renewable-based electricity
(particularly solar PV and wind power) has been growing
rapidly worldwide and integrating into existing grids. The grid
infrastructure is also equipped with cyber systems that improve
smart grid reliability, security, and efficiency. These systems
include communication networks, control automation systems
and Intelligent Electronic Devices (IEDs). Utilities participate
in energy markets and coordinate with independent system
operators which monitor the operation of smart grid.

Controlling and monitoring grid elements is achieved using
Industrial Control Systems (ICS). ICS use information and
communication technologies to control and automate stable
operation of system processes [9]. The collection of telemetry
data and the management of remote operations in the smart
grid is performed through SCADA ICS. The overall structure
of a SCADA system is often split into four distinct levels
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[10]: L1 — SCADA control and monitor software, .2 — remote
communication networks (Ethernet, radio, serial, dial-up), L3
— Remote Terminal Units (RTUs) and IED controllers, and L4
— field instruments.

Many of the SCADA systems in today’s grid are not
designed with security features, allowing potential pathways
for a cyber attack. This paper provides insights on how to ma-
liciously control L4 field equipment such as Circuit Breakers
(CBs) and their corresponding L3 controllers based on publicly
available information. We consider an adversary who has
access to exploits that allow execution of arbitrary malicious
code. Shodan is a computer search machine designed to crawl
the Internet in order to identify and index connected devices.
The four levels of SCADA system in our case study are shown
in Fig. 2.

III. METHODOLOGY

In this section, we describe public information provided by
utilities, manufacturers and product distributors that can be
associated with security risks. We also present how to control
and access field equipment.

A. Public Information in the Electricity Sector

As more and more information is published on the web,
security presents new challenges for critical infrastructures.
The public resources regarding the operation and control of
smart grid can be utilized by adversaries to launch a powerful
attack. As a result, despite the defense-in-depth strategies
to isolate and protect assets in the grid, sensitive public
data might be the Achilles’ heel towards exploiting system
vulnerabilities.



The first step in attacking a smart grid deployed system
is to identify which electric utility is in control of the target
area [11]. The next step involves finding facts and details re-
garding the generation, transmission and distribution domains
of the electric system. For example, utilities often provide
data of generation units capacity and location, high-voltage
transmission lines characteristics as well as the number and
capacity of distribution substations [12], [13]. In addition,
newsletter and success stories can reveal the technologies
(e.g. communication protocols, models of controllers, SCADA
structure, etc.) employed in the system [14]-[16].

The aforementioned information can be used to identify
critical components in the system, especially if combined
with detailed utility reports. For instance, a particular utility
serving more than 3.3 million electricity customers in the U.S.
allows public access to its corporate, regulatory, marketing and
other files [17]. These files among others, disclose data and
plans regarding the design of substations in order to address
load serving needs [18]. In another case, the only electricity
authority of a country provides important insights about the
grid network through their annual reports [19]. Furthermore,
there are utilities that publish their meetings videos online
which contain essential information of the power system
design characteristics [20]. Finally, a national electricity com-
pany, obliged under regulation laws, publishes annual planning
statements for its water and electricity transmission system
showing the forecast flows, fault levels, expected capacity and
loading on each region of the transmission system for the
following seven years [7], [13], [21].

The acquired data related to the power system may reveal
vital points of the designed network which if being attacked
can ultimately lead to cascading events. In general, power
systems security and stability constraints (e.g. any loss-of-
load) should not be violated in case of a single contingency
condition (N — 1) [22]. In the case of p failures (N — p
contingency), the power system should still have to restore
stability allowing only a limited loss-of-load. To accomplish
that, the grid is sectionalized through relays and CBs. From
an attacker’s perspective, the goal is to cause the maximum
impact to the grid; thus, it is required to find those components
p (e.g. generators, transformers etc.) that will cause N — p
contingency and lead to the collapse of the power system?.

B. Control Units Operation

A contingency analysis study combined with the obtained
public information should divulge those key components that
when detached from the smart grid will lead to a power outage.
To achieve that, an adversary needs to access the RTUs and
IEDs that control such electrical elements. In order to attack
these controllers it is necessary to find security weaknesses in
their design and implementation.

Firmware, as the code and data written onto the non-volatile
memory of a device, connects hardware and software modules
and makes a system functional. Therefore, it is an ideal
candidate for an adversary in order to obtain direct access

%In such scenario, system frequency, voltage and power flows will deviate
outside stability limits.

to the internal components of a control unit. If the firmware
of a control unit is altered maliciously, then the device would
operate abnormally.

The firmware image of control equipment is often provided
on the vendors or distributors web pages (public informa-
tion). A web crawler module for example, could systemati-
cally search the web and gather firmware images of critical
equipment [23]. In addition, the firmware could be acquired
through physical access to the device, e.g. download the image
from the communication port or even reverse engineer the
firmware residing in the storage medium of the system [24].
Such devices can often be purchased through online auction
websites at a fraction of the original price.

C. Access Path to ICS Devices

Over the last years, the number of sophisticated ICS-
targeted malware has increased [25]. Furthermore, the modern-
ization of the grid transformed legacy systems and networks
that considered to be secured or air-gaped. Consequently, these
systems can nowadays be reached and attacked.

In order to inject a malicious firmware file into an ICS
device, adversaries may follow several approaches depending
on the security level of each penetration path. For instance,
the firmware image could be delivered to the smart grid unit
by a malicious insider. In addition, injected firmware can
be uploaded to ICS equipment through social engineering
techniques e.g. Stuxnet worm was spread via infected USB
drives. Adversaries can also hijack a vendor web page in
order to create a rogue copy of the firmware. While the web
page contents appear similar to the original one, the firmware
link redirects to a malicious server. Due to the growth of
search engines such as Shodan [26], a firmware image could
be injected to the control equipment through a compromised
network communication path. Finally, if all the above fail, the
firmware can still be injected through the JTAG? access port
or chip-off forensic methodologies [24].

In this work, the threat model allows an adversary to access
the control equipment of CBs through the Shodan network
engine. Shodan allows to search for Internet-connected devices
based on their location (city, country, latitude/longitude), host-
name, port, involved operating system, net (search based on an
IP or /x CIDR*) and even find results within a timeframe. For
instance, one could find Cisco devices on a particular subnet.
Shodan is being used by researchers and hackers to identify
and locate poorly configured or even unprotected devices —
and increasingly, ICS and particularly SCADA systems fall
into this category as potential targets for exploitation [27],
[28]. In combination with fast Internet scanners like ZMap
[29], the discovery of vulnerable ICS machines can be used
as the network path to control critical assets of the grid.

Many of the ICS devices involved in the control of power
infrastructure often have little or no security. These systems
are often deployed to the field with their simple factory default
credentials included in the manual of the device (which can be

3JTAG: Joint Test Action Group - IEEE Std 1149.1 Standard Test Access
Port and Boundary-Scan Architecture.
4CIDR: Classless Inter-Domain Routing.
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Fig. 3: Electrical power system topology of Mahawi Zone at
the Eastern Region of Abu Dhabi, UAE [13].

found online). In 2010, ICS Cyber Emergency Response Team
(ICS-CERT) issued an alert specifically addressing Shodan’s
ability to expose ICS vulnerabilities specifically referring to
the risk of cyber attacks as systems ‘“‘continue to use default
user names and passwords and/or common vendor accounts
for remote access to these systems” [30].

IV. EXPERIMENTS

In this section, we present the modeling of a power grid
region and the modification process able to disrupt the CBs
controllers operation.

A. Power System Modeling

The modeling of a power system region is based on the
amount of available data in a particular area. We focus on the
Emirate of Abu Dhabi in UAE since the available resources for
this region allow us to model accurately every part of the grid.
Specifically, we study the high voltage power transmission
network at the Eastern Region of Abu Dhabi (Mahawi zone)
operated and maintained by TRANSCO [13], [21]. The effect
of publicly available resources on power systems is examined
through simulation studies. Power flow system analysis is per-
formed using the PowerWorld software package that utilizes
the Newton-Raphson algorithm [31].

According to TRANSCO, the existing 220/33 £V Watbha
and Mahawi substations are expected to be replaced in 2016
by new substations. The information about the stations in the
region of study is shown in Table I. The N-MAHAWI132
substation will be connected through four 500 MV A transform-
ers’ at MAHAWI-400 grid station. The connections between
the stations at the Mahawi area and the transmission line
characteristics are given in Table II. Fig. 3 presents the power
system topology of the region.

The contingency analysis of the study region indicates that
the most critical parts are the MAHAWI-400 grid station and
the STDM substation. According to the power system topology
and load flow diagrams of TRANSCO [13], the Mahawi zone
in 2020 is planned to operate in isolation from the other
Eastern regions. However, the CBs at the STDM station are

3Zps = 24% (positive sequence impedance of primary-secondary winding
of the transformer).

TABLE I: Grid stations and substations at the Mawahi Zone.

Grid station/Substation Name Code Voltage (kV)
Mahawi MAHAWI-400 | 400/132 kV

Watbha WATH 132/33 kV

Mahawi N-MAHAWI132 | 132/33 kV

Mussafah MOS1 132/11 KV

Mussafah M12 MICT - M12 132/11 KV

Mohd Bin Zayed MCAA 132/11 KV

Al Nahda NAHD 132/33 kV

Mafraq MAFRAQ 132/22 KV

Capital District STDM 132/22 KV

TABLE II: Transmission line data*.

From To #Circuits Length (km)
N-MAHAWI132 WATH 3 11
N-MAHAWI132 MCAA 2 9.5
N-MAHAWI132 STDM 2 8.8
N-MAHAWI132 MICT - M12 2 10.7
N-MAHAWI132 MAFRAQ 2 5

WATH NAHD 3 5

MOSI1 MICT - M12 2 4

MOS1 MCAA 1 3.6

*The 132 £V underground transmission lines have size 1200 sq.mm
and constructed with solid cable, cross-linked polyethylene (XLPE).
The positive-sequence impedance and admittance as well as the zero-
sequence impedance of the lines are as follows: Z1 = 0.023 + 50180
Q/km, Y1 = j77.00 uS/km, and Zg = 0.240 + j0.120 Q/km.
Thermal rating of the lines is equal to 1000 A [230 MVA].

expected to switch generation in case of emergencies (e.g.
faults, maintenance, attacks etc.) in order to guarantee power
supply to the Mahawi zone from the rest Eastern area.

B. Exploiting Control Equipment Vulnerabilities

In this part, we discuss the analysis and findings related with
the firmware of a CB relay controller, Cooper Form 6 (CF6)
[32]. CF6 is a microprocessor-based controller used in feeder
loop sectionalizing schemes. It can send the appropriate signals
for interrupting and reclosing an AC circuit to the connected
CB. CF6 is part of the distribution substation equipment
of many utility companies such as Clinton Utilities Board
(CUB) [15], [33]. CUB is an electrical distributor that serves
approximately 30k customers in Clinton, Tennessee and the
surrounding area.

The firmware of the CF6 is acquired from the compressed
software package ProView of CF6 available at the vendor’s
website [34]. The image is a 32-bit Executable and Linking
Format (ELF) file based on PowerPC architecture. At first
we disassemble the binary image using IDA [35], and then
reconstruct the firmware: rebuild functions, determine the
base address, collect information from strings and rebuild
symbols. As a result, we locate functioning critical structures
and extract data related with routines behavior. Following, we
provide three test cases describing the discovered findings and
firmware modifications.
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Fig. 4: GetAccessLevel firmware function of CF6 in IDA
disassembler: (a) Level 1 (View), (b) Level 2 (Operate) and
(c) Level 3 (Modity).

Cooper Form 6 recloser controller:

1) CF6 supports serial communication through the rear
panel ports (two RS-232 and one of RS-485/Serial
Fiber Optic/Ethernet). The user can configure which
back port shall have the communication protocol (Mod-
bus/DNP3/2179/IEC 870-5-101). The firmware includes
the implementation of the 9-bit uLan communication
protocol which is used to transfer data over the RS-485
link. The presented modification changes the amount of
bits allowed to be exchanged in each communication ses-
sion. By altering the argument modification of a cmpwi
instruction to a larger number, we effectively overflow the
communication link rendering the RS-485 port useless.

2) CF6 requires a password in order to access the user
level necessary to initiate any scheme setting to the CF6
control. CF6 has three access levels. Each level defines
user privileges: view, operate, and modify. The SHA-1
hash value of the default access credentials are stored
in the .rodata section of the ELF file of firmware. In
addition, we leverage the function that checks the access
level during initialization shown in Fig. 4, in order to
bypass the authentication and thus grant access to non-
legitimate users.

3) The CF6 supports DNP3 communication protocol. DNP3
data is sent to a remote terminal server via a TCP
socket connection using the terminal server’s IP address.
When the relay initializes the DNP3 configuration to
communicate over TCP/IP, the user needs to specify the
outstation IP address and the subnet mask. In addition,
the user can name the network of the connection. The
modification sets the IP address and subnet mask to
values which correspond to the attackers remote server.
As a result, the adversary can control the relay controller
remotely through DNP3 protocol.

C. Impact Discussion

The function of an IED relay in the operation of a power
system is to limit or prevent damage due to overloads and
faults, therefore minimizing their effect on the rest of the
system. In this section, we discuss the impact of firmware

Fig. 5: Active power contour of Mahawi zone when two
MAHAWI-400 CBs are tripped.

Fig. 6: Active power contour of Mahawi zone when two
MAHAWI-400 CBs are tripped and the zone is connected to
the rest of Eastern region grid.

attacks on CF6 relay if applied to the station CBs of the
Mahawi zone power model.

According to our threat model, the relay as a CB controller
can be controlled by a malicious user through the commu-
nication channels to the device. ICS radar of Shodan engine
for instance, exposes at the time of the submission 588 and
13,949 Internet-facing systems that use DNP3 and Modbus
protocol respectively [36]. The adversary at first can access
such devices from the network using the default passwords in
order to upload the modified malicious firmware image. This
can be also achieved through the other techniques mentioned
in Section III-C. Doing that, the attacker can manage the status
signal in order to close or trip the CB.

The power analysis of the Mahawi zone identified
MAHAWI-400 grid station and STDM substation to be the
most important components of that particular region. As a
result, Fig. 5 displays the active power flow on Mahawi
system one-line diagram and contours the results for ease of
interpretation in the scenario which two of the CBs at the
MAHAWI-400 grid station are attacked. When the zone is
connected through the STDM substation to the rest of the
Eastern region grid, the thermal effects on the transmission
lines are decreased as shown in Fig. 6. In the case which the
Mahawi zone is isolated from the Eastern region grid and all
the CBs at the MAHAWI-400 grid station are attacked, the
system is collapsed and leads to a blackout (Fig. 7).
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Fig. 7: Network collapse at Mahawi zone when four
MAHAWI-400 CBs are tripped.

V. CONCLUSIONS

In this paper we demonstrated how public information can
be utilized in order to identify critical regions of the smart
grid. We also presented that the operation of control equipment
can be accessed and modified based on the difficulty level
of various penetration paths. The acquire data are utilized in
a simulation study to demonstrate an attack scenario on the
power system operation.
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