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Abstract Smart grids include a variety of micropro-

cessor-based embedded systems, interconnected with com-

munication technologies. In this interaction, hardware

is the lower level of abstraction. Insecure and unpro-

tected hardware design of smart grid devices enable

system operation compromise, eventually leading to un-

desirable and often severe consequences. In this paper,

we discuss how the hardware of grid equipment can be

used to collect intelligence utilized towards beneficial

or malicious purposes. We consider different access sce-

narios and attacker capabilities as well as equipment

location in the grid. The outcome of “hardware hack-

ing” is examined in both device and grid operation lev-

els. Finally, we present hardware hardening techniques,

aiming to make components attack-resistant and reduce

their vulnerability surface.

Keywords Security · Hardware · Embedded systems ·
Intelligence · Smart grid

1 Introduction

Despite the on-going effort to transform the electric

power grid into an advanced, decentralized infrastruc-

ture with information and communication technologies,

legacy components continue to dominate the infrastruc-

ture of contemporary power grid systems. The equip-

ment used in the electricity sector typically has a life-

cycle typically exceeding 20 years [1]. Retroactively adding
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cybersecurity mechanisms can be extremely challeng-

ing, due to the limited computational capabilities of

legacy devices.

Legacy devices are slowly replaced by modern em-

bedded systems. Such systems are often based on de-

signs with Commercial Off-The-Shelf (COTS) products.

The use of COTS components in industrial control set-

tings is attractive since it provides the immediate ben-

efit of robust hardware and stable, readily available

software modules. At the same time, vulnerabilities of

COTS systems can be ported to the critical infrastruc-

ture which, due to its always-on and life-critical oper-

ation, can not be easily brought down for maintenance

and security patching [2].

In addition to COTS-based designs, smart grid sys-

tems include proprietary information due to custom

standards and protocols. Also, many designs use spe-

cialized software and hardware. These customized sys-

tem implementations and interfaces are often designed

to support specific processes and may not have any

security capabilities built-in. Additionally, proprietary

systems are not exposed to public auditing, thus requir-

ing more time to patch their security vulnerabilities. For

example, a heap buffer overflow vulnerability identified

in proprietary industrial automation systems for his-

torian servers could potentially lead to a Stuxnet-type

attack [3].

Hence, despite the grid transformation, the mix of

legacy, modern, and proprietary components provide

opportunities for advanced cyber-intrusions. In this evolv-

ing ecosystem, the role of hardware layer in the cyber-

security context of grid modernization is critical. At the

lowest level of abstraction, hardware can be considered

the root of trust. All other layers (firmware, software,

network, process) rely and build on it [4]. Therefore,
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compromising the hardware layer effectively compro-

mises all the layers above it.

The hardware layer of electronic equipment includes

microcontrollers, data storage disks, flash memories,

communication ports, etc. In order to undermine the

operation of a device at the hardware level, it is nec-

essary to corrupt and/or manipulate a combination of

hardware objects. Smart grid devices include various

embedded systems such as Programmable Logic Con-

trollers (PLCs), Phasor Measurement Units (PMUs),

Remote Terminal Units (RTUs), Supervisory Control

and Data Acquisition (SCADA) servers, workstations,

relays, and communication routers. These systems are

susceptible to both invasive and non-invasive hardware

attacks. For example, hardware backdoors can be ex-

ploited by adversaries to enable remote control of the

target device [5]. The activation of hardware attacks

can rely on a specific timing or functional condition

which when activated will degrade the system perfor-

mance or even disable the circuit logic [6, 7].

The intelligence collected at the hardware level can

be utilized towards both beneficial and malicious pur-

poses. For instance, attackers can introduce hardware

backdoors to the system overriding the control of the

operation status of a device. The cyber-attacks to the

Ukraine electric system in 2015 and 2016, and the re-

sulted service outages to customers, demonstrated the

eventual impact of such attacks [8,9]. In the 2015 inci-

dent, the adversaries uploaded malicious firmware the

Serial-to-Ethernet converters of the substation devices,

rendering them inoperable and unrecoverable. On the

other hand, hardware-collected intelligence can be uti-

lized to perform vulnerability assessments and penetra-

tion tests in order to identify security weaknesses and

potential risks within the industrial operation [10]. Due

to the real-world consequences of smart grid operations,

these assessments and tests must be performed regu-

larly. In addition, they should take into consideration

the sensitive smart grid dependencies and connectivity

and also account for all possible operating conditions.

Security standards, guidelines, and regulatory docu-

ments play a key role in smart grid cybersecurity. These

publications provide guidance in understanding smart

grid interoperability, interconnections, architectural de-

signs, and structural layers in order to achieve seamless,

secure, and reliable operation of the electric power sys-

tem. Standards and guidelines, however, often omit to

include provisions about protecting the hardware layer,

assuming that the hardware is always secure. Recent

work has disproved this assumption: an adversary can

modify the content of flash memories within the hard-

ware level of RTUs in order to instrument False Data

Injection (FDI) attacks [11].

In the 2016 report of the Industrial Control Sys-

tems Cyber Emergency Response Team (ICS-CERT),

the number of ICS-CERT responses to cybersecurity

threats across the energy infrastructure sector was '
20% [12]. The internals of devices are often easy to

access, identify, and probe. Adversaries typically start

with gathering information about the device operation

and its configurations, through the internet and/or by

purchasing target hardware [13]. Armed with the intel-

ligence gathered during the reconnaissance phase, the

next step is to find possible vulnerabilities. This can be

achieved, assuming device possession, by tearing down

the hardware and disassemble its electronics and soft-

ware. In case of firmware access, reverse engineering of

the firmware file contents can provide valuable insights.

Furthermore, the analysis of external interfaces such as

debug and communications connections can provide ex-

tensive data with regards to the system operation. Also,

reverse engineering of Integrated Circuits (ICs) can pro-

vide valuable information, such as cryptographic keys

and contents of non-volatile memories.

In this paper, in order to highlight the importance

of secure hardware designs, we describe methodologies

for information extraction via the hardware, assuming

various access levels and capabilities. Depending on the

device location in the grid, the use of the collected infor-

mation is discussed for both device and grid operation

level. Finally, we present defense methodologies which

can be applied towards protecting and monitoring the

hardware layer of grid infrastructure.

The rest of the paper is organized as follows: Section

2 further motivates the process of hardware-based in-

formation extraction. Section 3 discusses the different

techniques for intelligence extraction, under different

assumptions about the capabilities of the attacker and

the proximity to the actual device. Section 4 examines

hardware-based monitoring and protection methodolo-

gies for smart grid embedded systems, followed by con-

clusions in Section 5.

2 Uses of Collected Information

As discussed in the introduction, information collected

at the hardware level of smart grid systems can be used

to enhance or undermine security, depending on the in-

tention of the person or group of people who acquire(s)

this information. Specifically, the intelligence could be

obtained by the legitimate user of the device (e.g., util-

ity, manufacturer, etc.) and used to enhance the pro-

tection of the equipment. Insider threats, however, e.g.,

disgruntled employees, can be a significant security risk

to any organization. Hardware intelligence can also be
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Fig. 1: Hardware supply chain.

acquired by illegitimate users such as ethical and ma-

licious hackers. Ethical hackers use the obtained data

in order to test and evaluate the system security, com-

pared with adversaries that have malicious or criminal

intent.

2.1 Enhancing Security

The major obstacles towards secure industrial systems

are legacy equipment, practical difficulties in vulnera-

bility management, and convergence problems between

the operational and the information technology world.

Nevertheless, performing penetration tests and risk anal-

ysis assessments are part of recommended security ser-

vices for the utility operators [2]. Penetration testing

aims to identify ways of gaining access to a system

by using common tools and techniques developed by

hackers. The results of penetration testing should be

examined in-depth (risk analysis) and the discovered

vulnerabilities should be mitigated.

Given today’s globalized supply chain, trusting hard-

ware requires establishing a chain of trust, starting from

the IC manufacturer to the administrator of the asset.

The supply chain can abstracted in six main phases, as

shown in Fig. 1 [6]:

– Specification phase, defining the system character-

istics;

– Design phase, developing the technology;

– Fabrication phase, in which the designers create a

mask set and use wafers to fabricate the IC masks;

– Testing phase, using test vectors to verify the system

functionality;

– Assembly phase, assembling the tested hardware units

on a Printed Circuit Board (PCB); and

– Packing and distribution phase, packaging and de-

livering the product to the user/customer.

Each step requires vigilance and the ability to detect

changes to phase-specific processes. In addition to pene-

tration tests and determining trust due to supply chain

challenges, grid utilities often test the purchased devices

in a Hardware-In-the-Loop (HIL) laboratory testbed. In

the past, such testbeds were designed to verify the sym-

biotic relationship of the equipment with other prod-

ucts and assess as well as testing several configuration

and application scenarios in a controlled environment.

Recently, however, HIL testbeds are also used for cyber-

security assessment and educational purposes. The HIL

environment can assist the utility to verify the hardware

functionality of a device and test potential security so-

lutions. HIL testebeds can also be utilized to address

identified vulnerabilities in a non-destructive way and

without the hazards of testing in a production environ-

ment.

Information collected at the hardware layer can be

utilized also for military intelligence. As an example,

a detailed list of the equipment hardware features used

in national nuclear power plants allows nations to avoid

technological surprise. Furthermore, side-channel data

such as electromagnetic emanations can assist in iden-

tifying interference with other systems [14]; typically

power plants are located near or along with military

installations [15].

It is evident that the information collected from the

hardware can be utilized by different parties. Device

owners – typically utilities – can use the acquired intelli-

gence to ensure the interoperability of security solutions

across the infrastructure. Manufacturers can utilize the

acquired intelligence to guarantee that security systems

are designed and implemented in accordance with all

applicable requirements. Third-party independent in-

spection teams can also provide approvals and audit

the hardware security of grid equipment. Furthermore,

devices used in military installations can be tested and

certified for hardware emission security, and thus added

in an approved product list [16].

2.2 Undermining Security

Given the growing presence of microprocessor-based hard-

ware equipment in smart grid implementations, the cyber-

threat landscape is constantly evolving. As a conse-

quence, malicious adversaries have more opportunities

for Denial-of-Service (DoS) attacks, i.e., temporarily or

permanently disruptions to the device operation or even

the power system. For example, modifications at the

hardware/firmware level of a recloser controller could

disable the communication of the device to the SCADA

master station [17]. Moreover, compromised hardware

units could result in devices that operate maliciously

and even restrain the booting sequence, i.e., fully com-

promise the device by realizing a DoS or Distributed

DoS (DDoS) attack [18].
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The task of providing security services for the smart

grid heavily depends on authentication, authorization,

and message integrity of smart grid devices. Collected

intelligence from the hardware layer could potentially

lead to system vulnerabilities, leading to extraction of

authentication session details that can be replayed to

grant access to smart grid systems. Authentication mech-

anisms can be bypassed via emanation analysis, i.e., the

analysis of eavesdropping information based on the em-

anations given off by the device hardware. An antenna

sited close to the chip can read the electromagnetic field

variations induced in the surrounding area of the device,

e.g., the attacker can attach an antenna close to the IC

and analyze the waveform depicted in the oscilloscope

and thus fully or a partially recovery the authentication

keystrokes [19].

Another potential ramification of hardware “emit-

ted” information is to bypass security mechanisms and

features in the device causing privilege escalation. As a

case study, a fabrication attack at the transistor level

can lead to privilege escalation at a modern operat-

ing system which is typically used in server computers

of utility substations [20,21]. Additionally, the residing

data of non-volatile memories that exist in RTU hard-

ware platforms can be utilized towards FDI attacks able

to bypass Bad Data Detection (BDD) schemes and vi-

olate the correct operation of state estimation in the

grid [11].

In smart grid systems, the Advanced Metering In-

frastructure (AMI) covers the fundamental functions of

an advanced metering system. A typical AMI consists of

resource-constrained smart meters and integrated ser-

vice switches. Since the AMI handles sensitive data, its

protection is of paramount importance. Energy theft is

one of the most significant issues related to smart grids.

It is estimated that utility companies lose more than

$25 billion every year due to energy theft around the

world [22]. Besides meter reversal, a user can replace a

smart meter with a device that successfully interacts

with the grid, but reports zero usage (cloning) [23].

Thus, the hardware design of smart meters in AMI

should be capable of detecting and reporting hardware

tampering to identify energy theft or billing fraud.

Besides energy theft, Intellectual Property (IP) theft

can allow competitor manufacturers to gain a market-

place advantage. IP theft accounts for 62% of the cy-

bercrime damages, while many analysts concur that the

extent of IP stolen in reality cannot be measured with

confidence currently [24]. IP reverse engineering has

emerged as a major concern for IP owners as adversaries

possess increasingly sophisticated tools for revealing the

IP design. Hence, IP theft of smart grid devices should

Fig. 2: Attackers categories.

be addressed with proper hardware security measures

and tamper-evident mechanisms.

The use of hardware collected intelligence can be

the foundation of various attack vectors. However, it

is infeasible to enumerate all scenarios and effects of

how such information can be utilized in the smart grid.

Nonetheless, it is possible to identify attackers cate-

gories based on their skills and knowledge as well as

their financial resources [25, 26]. Fig. 2 presents the

three classes of attackers based on these pillars:

– Class I : Innocent-curious attackers are motivated

to learn device details but, although they may have

sufficient funds, they possess only basic skills and

knowledge of how to extract information from the

hardware level.

– Class II : Clever individuals, either insiders or out-

siders, as well as a group of attackers able to ac-

cess information regarding hardware units and in-

filtrate to the system. However, this class of adver-

saries cannot gain access to critical equipment or

areas of the system that can cause undesirable state

changes to the smart grid due to their limited finan-

cial resources.

– Class III : Funded individuals, organizations, and

nation-states with large budgets and substantial tech-

nical education and experience of how to intrude

hardware systems and access vital assets of the grid

in order to execute a sophisticated attack using the

most advanced tools.

3 Equipment Access Level

An important dimension towards quantifying the amount

of information that can be extracted from the device is

the level of device access, i.e., whether users possess a

physical copy of the device and whether they can tear

it down (physical breach).
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Table 1: Methods to collect information at the hardware level based on the equipment access.

Device Distance Category Technique
Min.

class of
attacker

Data asset References

Possession

Zone 0
Chassis

intrusion

Micro-probing III User, Device [27]
Laser cutting III User, Device [28]

Focused Ion Beam (FIB) III User, Device [27,29,30]
Failure analysis using decapsulation II User, Device [13,29,31,32]

Circuit bending II Device, System [33]
External interfaces and exposed buses II User, Device, System [13,34–37]

Flash memory II User, Device, System [11,38]

Zone 1
Interface

access

Control of environmental conditions II Device, System [39–42]
Side-channel analysis II User, Device [43,44]

Protocol decoding II User, Device, System [45–47]

Non-
Possession

Zone 2
Proximity

access

GPS spoofing II Device, System [48–56]
Optical observation I User, Device, System [57–59]

Side-channel analysis II User, Device [43,60–62]

Zone 3
Network
interface

Replay attacks I Device, System [63–65]
Covert channels II User, Device, System [66–69]

Regarding physical security, there are multiple em-

bodiments of hardware mechanisms that provide pro-

tection against physical attacks, ranging from tamper

resistant security modules, security bits and one-way

screws, to opaque or hardened fencing shielding assets

from off-site attacks. In the hardware level of a device,

enclosures and housings have to be bypassed in order to

get access to internal circuitry. In addition, anti-tamper

detection mechanisms should raise an alert of unautho-

rized attempts to the appropriate personnel. For in-

stance, sensors installed near the PCB of a device can

detect operational or environmental changes. Authen-

tication module cards can be used for cryptographic

computation and secure authentication to avoid suc-

cess of any kind of impersonation attacks. Anti-tamper

mechanisms can also response to tampering efforts, i.e.,

take appropriate countermeasures upon the detection of

tampering such as enable logging features, zeroization1,

and even disable or destroy the device.

The location of the device in the grid is also related

with the physical security of the equipment. Generation

and transmission devices are typically equipped with

advanced security technology since they are suscepti-

ble to more serious risks compared to hardware devices

at the distribution and consumer level. This is evident

by the attack incidents in the energy sector. One of

the most prominent examples is the Metcalf transmis-

sion 500 kV substation attack [70]. In April 2013, gun-

men shot 17 transformers over the course of 19 minutes.

Prior to the attack, a series of fiber-optic telecommuni-

cations cables in an underground vault were cut. The

attack inflicted substantial damage to the substation

requiring over $15 million worth of repairs as the sub-

1 In cryptography, zeroization is the method of erasing sen-
sitive information such as cryptographic keys and critical
memory from a cryptographic module to prevent their dis-
closure if the equipment is tampered.

station was down for 27 days. Under slightly different

circumstances, there could have been notable wide-scale

power outages [71].

In addition to the device location in the smart grid,

the operational purpose and criticality of the equip-

ment plays a major role in the hardware intelligence

collection process. From an adversary perspective, the

payload of the acquired information would be beneficial

if the attack could lead to undesirable effects causing

not only device disruption but also a chain reaction

to the power system. As an example, the impact of ex-

ploiting vulnerabilities of a monitoring Human Machine

Interface (HMI) platform [72] is less significant than

substation Serial-to-Ethernet converters [73] or relay

controllers [17]. A hard-coded password vulnerability

in a HMI monitoring product provides access to the

device and enables adversaries to observe a particular

smart grid routine. On the other hand, exploitation of

firmware vulnerabilities in equipment that connects se-

rial devices to Ethernet networks can have severe con-

sequences, as evident by the Ukrainian incident [8].

The collection of hardware intelligence requires ex-

tensive knowledge about vulnerability discovery and ex-

ploitation as well as reverse engineering tools. Deter-

mination and persistence are key factors in this pro-

cess. The first objective is to understand the device

functionality in the grid and identify, if possible, the

hardware components of the device. In case of physi-

cal access to the PCB of the equipment, any interface

accessible – such as debug ports and communication

connections – could enable extraction of program code

and data, and even potentially be an avenue for at-

tack [33]. Interfaces such as JTAG (Joint Test Action

Group – IEEE Std 1149.1) and serial access ports can

be used beyond their specification purposes. The JTAG

protocol, for instance, is a serial protocol similar to the

synchronous SPI protocol with an extra mode selec-
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tion pin TMS (Test Mode Select) [74]. The JTAG test

access port cannot only be used to apply test vectors

but also to transfer debugger data and enable serial ac-

cess to the internal scan chains. Furthermore, access is

typically given to the instruction memory to allow up-

loading and modification of both firmware and software.

Thus, unauthorized users can use JTAG for reverse en-

gineering and acquire IP [75].

In addition to debug ports and interfaces, the re-

siding hardware code and data can be obtained from

on-board memory units [11]. Then, one can disassem-

ble, modify, recompile, and reprogram the device. It is

also feasible to gather hardware-based data using tools

such as a logic analyzer, oscilloscope, dedicated snif-

fers, etc. Such data allows the identification of protocols

used in the device and generate, for instance, malformed

packets triggering unintended operations to the device.

Mechanical anti-tampering mechanisms, such as encap-

sulation of critical components using epoxy or other ad-

hesives, can be bypassed using epoxy removal and IC

delidding [76]. The aim of delidding is to get access to

the actual die of the hardware component, e.g., mem-

ory, microprocessor, etc. Once the die is accessible, sil-

icon analysis using advanced tools and equipment can

allow extraction of information such as cryptographic

keys and non-volatile memory code.

The access and manipulation of hardware config-

uration data in smart grid systems can lead to loss

of confidentiality, availability, and integrity of informa-

tion, as well as to disruption of critical services. Thus,

the information extracted from the hardware level can

be classified into different categories of assets based on

the system’s threat analysis model:

– User data : The stored information in the hard-

ware layer may include confidential data of the le-

gitimate user such as credentials and cryptographic

keys, contact details (e.g., operator’s email), etc.

– Device data : The hardware units of smart grid em-

bedded systems may contain device data assets such

as functionality configuration parameters, IP, etc.

– System data : The extracted information from hard-

ware can be system-related details including organi-

zation security policies, network infrastructure de-

sign data, etc.

Table 1 summarizes the techniques of how to col-

lect intelligence at the hardware layer based on the de-

vice access level and the distance from the equipment,

the minimum class of attacker required to perform such

technique, and the asset level of the extracted data.

3.1 Possession of device

In case the legitimate or unauthorized user possesses

the hardware equipment, there are two access categories

depending on whether the device can be physically tam-

pered with or not, i.e., chassis intrusion or interface ac-

cess only.

3.1.1 Chassis intrusion

In this scenario, tampering mechanisms need to be by-

passed. Tampering mechanisms are divided into four

groups [77,78]:

(a) Resistance: Consists of features and specialized ma-

terials aiming to make tampering difficult. Exam-

ples of tamper resistance include locks, screws, tight

airflow channels, hardened steel enclosures, etc.

(b) Evidence: Refers to techniques ensuring that there

is proof after the act of tampering, i.e., irreversible

physical or cyber evidence which can be observed in

a subsequent audit. Examples of tamper evidence

include seals, stamps, tapes, etc.

(c) Detection: Consists of mechanisms with the ability

to sense efforts compromising the integrity of hard-

ware and its residing data. Tamper detection meth-

ods may also initiate protection mechanisms. Ex-

amples of tamper detection include switches such

as pressure contacts and magnetic switches, sensors

such as temperature and radiation sensors, and cir-

cuitry such as flexible circuitry and fiber optics.

(d) Response: Refers to countermeasures taken upon

the detection of tampering with the purpose of pre-

venting modification, misuse, or disclosure of de-

vice data. For instance, a tamper response technique

could erase portions of memory to prevent access to

critical information.

In this category, the attacker or the legitimate user

possesses physically the device, i.e., the distance be-

tween the hardware and the user is negligible (Zone
0 ), and he/she is able to defeat and bypass the tamper-

protection mechanisms. The full access to the device

and its internal structures allow to break tamper seals

with impunity, extract information from chips, and un-

derstand in-depth the device functionality. Provided be-

low is a list of methodologies to collect hardware intel-

ligence with the requirement of direct device access and

using both damaging and non-damaging analysis tools.

– Micro-probing is the technique of attaching probe

tips to internal wiring of a chip for signal eavesdropping.

It is often used to extract contents of memory such

as user or/and device secret keys [27]. Micro-probing

can also be used for internal fault attacks as it allows
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(a) (b)

(c) (d)

Fig. 3: The identification and the connection to (a)-(b)

UART and (c)-(d) JTAG pinout.

to observe, manipulate, and interfere with the device.

Micro-probing requires a station that typically includes

a microscope, micromanipulators and micropositioners,

probes, device test socket, and amplifiers. Due to ad-

vances in chip packaging and highly-integrated chips

(sub-micron), micro-probing often becomes difficult for

tightly integrated hardware components.

– Laser cutting is used to remove the passivation

layer in order to observe the metal layer. This tech-

nique requires a laser cutting system which may cost

a few thousand dollars. Despite the high cost, it has
shown that laser cutting microscope station can recover

residing secret keys and authentication values from the

device internals [28].

– Focused Ion-Beam (FIB) is a technique that uses

an ion source to bombard the chip with ions in order to

get access to modules, e.g., make holes in protective lay-

ers and allow for probing and extraction of critical user

and device specific data without authorization. Besides

creating test points, FIB systems are used in imaging,

repairing, and failure analysis [27,29,30].

– Failure analysis using decapsulation allows to

remove encapsulated components and silicon die using

chemical or/and mechanical means in order to expose

the internal components of the package. One of the most

common methods of decapsulation is via wet chemical

etching with etchants such as fuming nitric acid and

sulfuric acid [13,29,31,32].

– Circuit bending is the process of modifying the

components or structure of an electronic circuit [33].

That may include shorting particular lines, replacing

or even adding hardware in order to observe particular

behaviors in device or/and system level. For example,

the circuit modification in a droop speed control module

can result in an increase generator speed maximizing

the mechanical stress and cause the rotor to pull out of

synchronism.

– Exposed buses allow a device to interact with other

components in the system: “a product’s lifeline to the

outside world” [13]. Such interfaces include JTAG, USB,

Ethernet, RS232/485, UART, etc. For example, UART

(Universal Asynchronous Receiver/Transmitter) ports

designed for asynchronous serial communication and

debugging purposes, can provide a terminal session run-

ning as root without requiring any additional authenti-

cation [34]. Such session can provide access to confiden-

tial cryptographic data, access control lists, IP assets,

access tokens, etc. A logic analyzer, an oscilloscope,

other tools [35], or even the variations of the multime-

ter can assist in identifying the UART pins [36]. Since

the UART port is not designed to be utilized by the

end users, no pins or connectors are attached. Thus,

it is necessary to attach headers or solder the pinout

connection, i.e., reconnect the debug circuitry. Fig. 3

shows the UART and JTAG ports connections for an

embedded platform. In addition to external interfaces,

exposed buses in the circuitry can provide access to the

device’s internal data [37].

– Flash memory is the most dominant electronic

non-volatile storage medium. As such, it has widespread

use in embedded systems. There are three main acquisi-

tion techniques to extract firmware code and data from

flash chips [38]: 1) Using flasher tools, 2) through JTAG

test access port, and 3) via physical extraction from the

chip. The chip-off data acquisition process is shown in

Fig. 4. The access to the memory contents allows to

disassemble and analyze the system components. For

firmware residing flash memories, the objective is to

locate and extract functional blocks (e.g., binary code,

scripts, configuration files, web interfaces, etc.) from the

firmware package [79]. As a result, one can reveal infor-

mation about the system features, leverage code vul-

nerabilities, and even replace the hardware-stored key

with a known value or modify parts of the image in

order to alter the system functionality [11,28].

3.1.2 Physical interface access

In this category, the device is accessed physically by

the attacker or the legitimate user, however, the sys-

tem hardware cannot be tampered. The space between

the user and the hardware of the device can be up to a

certain point in which the physical and network charac-

teristics of the equipment can be observed, e.g., within
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(a) (b) (c) (d)

Fig. 4: Flash memory data acquisition process: (a) Printed Circuit Board (PCB), (b) de-soldering, (c) flash chip,

(d) memory chip in the TSOP (Thin Small-Outline Package) socket in order to be read via a commercial or

user-build chip reader.

Fig. 5: Side-channel analysis methodology: it compares

observations of the side-channel measurements with

model estimations of the leakage.

a few feet (Zone 1 ). Thus, the access and monitoring

of hardware could allow protocol decoding via Man-in-

the-Middle (MitM) interception, fault injection, side-

channel attacks, etc. In the following paragraphs, we

describe procedures of how to collect intelligence at the

hardware level without breaking physical tamper mech-

anisms on the device.

– Control the environmental conditions: The ma-

nipulation of the environment around a device enables a

variety of attack vectors, such as data modification, cir-

cumvention of authentication algorithms, reset of pro-

tection bits, etc. Abnormal environmental conditions

may subject the device to Ultra-Violet (UV) radiation

light, laser, electrical noise, X-rays, extreme tempera-

ture, electromagnetic fields, etc. [40–42]. The exposure

of the device to such environmental conditions could

inject faults to the hardware components affecting the

device as well as the system operation. For example,

fault injection techniques could control individual bits

of SRAM in a microcontroller and flip specific bit values

in order to disable protection routines [39].

– Side-channel analysis: As shown in Fig. 5, side-

channel information is based on the exploitation of

implementation-based weaknesses which allow the leak-

age of secret information through covert channels,

such as power consumption, electromagnetic emana-

tion, acoustic information, fault propagation, vibra-

tions, timing and thermal variations [43,44]. For exam-

ple, non-invasive measurements of computation time,

i.e., measuring the required time to finish a crypto-

graphic process may allow extraction of encryption keys

[80]. Also, clock and timing variations, e.g., speed up

or slow down the system clock, could result in an un-

intended operation or even induce failure to the device

hardware units. Additionally, the power consumption of

a device can be utilized towards revealing and breaking

cryptographic schemes. Since the power consumption of

a device depends on its current activity and the state

of its components (due to the nature of CMOS tran-

sistors [81]), different power analysis techniques (e.g.,

simple power analysis, differential power analysis, etc.)

can be used to extract cryptographic keys and other se-

cret information from the hardware [44]. Furthermore,

glitches inserted in the power supply and clock signals

could undermine the device security. Glitch attacks, be-

sides electrical pulses, could also be based on thermal

and electromagnetic field radiation pulses that cause

fast changes in the signals supplied to the hardware

components of the device.

– Protocol decoding: Many legacy systems in the

smart grid environment are based on weak authentica-

tion and communication protocols which are often pro-

prietary in-house implementations [82]. Hence, eaves-

dropping techniques enable high-resolution monitoring

of the analog characteristics of supply and interface con-

nections. Also, the recording of the transmitted signals
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occurring on the sniffing lines can lead to valuable infor-

mation, e.g., password data, log transactions and pro-

cesses, sensitive business logic, etc. Protocol emulation

and transmission of modified values could result in dis-

covering errors and security loopholes in the protocol

implementation [45]. For instance, it is has been shown

that modified code on SD cards could perform MiTM

attacks which are difficult to detect, since the SD card

command processing is based on interrupt-driven call-

backs processed by the microcontroller [46]. Also, it has

been demonstrated that devices running legacy operat-

ing systems could transmit an obfuscated version of the

system password over the serial port [47].

3.2 Non-possession of device

In this scenario, the user is able to either approach

or/and interface with the device, but the physical access

to the equipment is not possible. For example, NERC

(North American Electric Reliability Corporation) –

CIP (Critical Infrastructure Protection) 005 and 006

standards require the implementation of electronic and

physical security perimeter, respectively, inside which

all critical cyber-assets reside [83]. The appropriate level

of physical protections required, largely depends on the

device purpose and operation, its operation environ-

ment and location in the grid, as well as the value and

sensitivity of the device data.

3.2.1 Proximity access

Due to the “secure premise” of the hardware compo-

nents, access is only allowed to the physical proximity

of the device. Therefore, one can observe the external

characteristics of the equipment within a few yards, e.g.,

in the substation area. This access zone to the device

is named Zone 2.

– GPS spoofing: The requirement of rapid and pre-

cise data acquisition in the smart grid have promoted

GPS time synchronization as a trusted wireless clock

synchronization mechanism for synchronized sensor mon-

itoring equipment. For example, PMUs rely on GPS

synchronized signals in order to provide time-stamped

circuit quantities of power lines, i.e., phasors. A spuri-

ous GPS signal can result, however, in modified time-

stamp reference for PMU measurements [48–52]. The

vulnerability of the GPS-dependent grid infrastructure

to GPS spoofing has been acknowledged by NERC [84].

According to NERC, each organization needs to en-

sure that reliability-critical applications are not affected

by GPS signals disruption. Nevertheless, studies have

shown that erroneous time stamping of PMU data can

affect the reliability of applications such as voltage and

small-signal stability monitoring, distance line protec-

tion, remedial action controllers, etc. [53–56]. For de-

livering the GPS spoofing attack, the adversary can

be located in the physical proximity of a substation.

Thus, the attack could be delivered over-the-air without

requiring to bypass any physical security mechanisms

present in the vicinity of substation, nor enter the sub-

station. Fig. 6 shows an example scenario of the system

and attacker model where the GPS-spoofed PMU data

from one target substation can contribute to incorrect

control actions at the utility command center [85].

– Optical observation: The identification of embed-

ded devices controlling critical smart grid units can lead

to infiltration into the system and the communication

infrastructure. For instance, the observation of exposed

substation equipment can result in discovering the mod-

els of controllers, device configuration parameters and

parts (e.g., accelerometer sensors, wireless interfaces),

communication protocols, etc. Besides substation de-

vices, geographically dispersed devices such as smart

meters are publicly exposed. The tampering of these

devices could lead to billing fraud or energy theft. Prox-

imity to a system also allows “shoulder surfing” type

of attacks, i.e., obtain information such as passwords

and other confidential data by looking over the legiti-

mate personnel (victim) shoulder [57]. Other direct op-

tical data such as reading and decoding LED status

indicators could also provide the basis of observation-

based attacks [57, 58]. In addition to optically exposed

systems, publicly available information could provide

intelligence about control units and the implemented

communication protocols which could be the baseline

for identifying related vulnerabilities [59].

– Side-channel analysis: Similar to the interface ac-

cess category, side-channel information allows extrac-

tion of crucial information about a system assuming

only physical proximity to the equipment (e.g., opti-

cal signal attacks for industrial routers). Although the

majority of side-channel attacks require close proximity

to a sensor node (e.g., to measure the power consump-

tion), some side-channels can be inferred from longer

distances. For example, side-channel attacks can ex-

ploit wireless sensor networks utilizing the Radio Fre-

quency (RF) channel to communicate [60]. Long-range

microphone technologies (using reflected light such as

laser or infrared beam to detect sound vibrations) elimi-

nate the requirement of direct physical access to the de-

vice [61,62]. Such side-channel techniques enable eaves-

dropping on personnel allowing longer distance transfer

of system information.
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Fig. 6: GPS spoofing attack. Solid line represents PMU

data collected with legitimate GPS satellites, dotted

line represents PMU information collected with mali-

cious GPS.

3.2.2 Network interface access

The communication and interaction of smart grid sys-

tems is achieved via the network layer. Due to the var-

ious entry points in the network, there is a large num-

ber of vulnerabilities stemming from the operation of

the smart grid at this level. Such entry points include

control networks and protocols that link the SCADA

systems to lower-level control equipment. Firewalls and

modems can also be listed as entry point candidates.

In the scenario which the legitimate user or the adver-

sary is able to interact with a smart grid device over

a network, i.e., the distance between the user and the

device does not have any physical bounds (Zone 3 ),

information can still be extracted and used to mount

cyber-attacks.

– Replay attacks: Industrial control traffic is often
exchanged unencrypted due to real-time constraints.

Assuming network interface access, the communication

packets via a valid data transmission link can be re-

peated or delayed. Replay attacks intercept the data

and re-transmit a desired process command into a pro-

tocol stream received by a smart grid hardware compo-

nent [63,64]. For instance, if an attacker (even with ba-

sic hacking skills and knowledge) captures the network

traffic between the commands from master SCADA sta-

tions requesting tripping of relay controllers, then these

packets can be replayed to perform the same trip task

affecting both the device and the system operation. In

cases which the transmitted traffic is in plain text, cus-

tom packets can be crafted to perform other tasks ulti-

mately altering the behavior of the entire system. If the

receiver in the communication path is an RTU, setpoint

registers can be overwritten to falsify the measurements

transferred to the system operation center [65,86,87].

– Covert channels: Hardware implementations can

leak sensitive information over the network through tim-

ing and storage side-channels [66–68]. Timing channels

require the sender to modulate the use of resources,

such as the memory usage, over time in order to sig-

nal information that the receiver can observe and de-

code. For instance, it has been demonstrated that a

remote attacker can successfully find key information

of an OpenSSL webserver from non-constant execution

time due to conditional branches in the algorithm [88].

The concept of storage channels includes writing certain

object values which can be directly and/or indirectly

read by the receiver.

4 Security for the smart grid

Comprehensive smart-grid protective mechanisms re-

quire defenses at all layers of abstraction. From the

hardware to the process and the business level, pro-

tection must focus on security countermeasures against

illegitimate users who aim to create significant safety

issues to electricity customers and market participants

as well as to operations and maintenance modules.

At the policy level, security standards provide the

recommended strategy actions for protecting the grid

against cyber and physical threats. The NIST-IR 7628

guidelines for smart grid cybersecurity provide a com-

prehensive overview for cybersecurity strategy practices,

taking into account privacy and vulnerability classes

[10]. The NERC-CIP set of requirements is designed to

identify and protect all assets supporting the power sys-

tem [83]. For instance, the CIP-005 standard requires

the identification and protection of the electronic secu-

rity perimeter(s) inside which all critical cyber-assets

reside, as well as all access points on the perimeter.

Furthermore, the International Society of Automation

(ISA) has published the ISA99 (ANSI/ISA-62443) stan-

dards, recommended practices, and technical reports

for implementing manufacturing and control systems

securely. Several other reports exist in literature which

provide the appropriate measures to meet smart grid

security challenges [89–93].

Apart from security policies and standards, it is

important to raise awareness regarding potential secu-

rity risks and threats among involved parties such as

engineers and manufacturers at the business level.

Security awareness and training programs should be

focused on helping employees realize that security is-

sues are a shared responsibility. In recent years, secu-

rity education has mostly focused on software assur-

ance. However, hardware has become more vulnerable

to breaches and requires appropriate attention. In ad-

dition to awareness, it is equally important that organi-

zations involved in the grid infrastructure schedule reg-

ular security audits, acknowledge security issues, plan
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for security attacks and outages, encourage secure op-

erations and create security response teams, invest in

training, and dedicate resources for better security.

The development of a secure grid environment must

include mechanisms at the engineering level to de-

fend against malicious adversaries at all layers of the

infrastructure. In the operation layer, integration of

energy and information technologies should contribute

towards the resiliency of the system. As an example,

the design of security-constrained economic dispatch

and unit commitment operations must ensure that the

power system is secure under consecutive loss of two

components (N−1−1 criterion). In the network layer,

strong authentication procedures must be adopted in

order for the identity between communication parties

to be verified. Furthermore, it is important to secure

the communication link between grid elements with-

out compromising performance. For instance, data ex-

change between utilities and smart meters must con-

sider lightweight security and privacy preserving schemes.

At the software layer, security controls must be adopted

to minimize the exposure and propagation of malicious

code and data. A typical mechanism is the deployment

of control-flow integrity procedures enforcing the exe-

cution of a program to remain within the legitimate

boundaries [94,95].

All the aforementioned layers rely on the existing

hardware components of the embedded device. Thus,

protecting the hardware layer can provide a firm foun-

dation to build security and trust for all the other lay-

ers. Hardware-assisted functionality can make systems

more resilient and reduce recovery time in case of a

malicious attack.

4.1 Hardware-assisted methodologies against

cyber-attacks

We present an overview of the most common and recent

hardware solutions used to secure modern embedded

systems. As shown in Table 2, we categorize hardware-

assisted methodologies into monitoring and protection

solutions.

With regards to hardware-based security monitor-

ing mechanisms, isolated rings and modes provide exe-

cution environments isolating supervisor processes from

user processes. A prominent example is the Intel Soft-

ware Guard Extensions (SGX), which are hardware fea-

tures allowing execution of software in isolated mode

(enclave) [96]. Similarly, ARM’s TrustZone employs a

normal and a secure virtual processor which both are

backed by hardware-based access control in order to

enhance isolation and enforce Digital Rights Manage-

ment [97]. Hardware-assisted virtualization (HVM) is a

platform virtualization approach that enables efficient

embedding virtual machine software with hardware as-

sistance. Despite the challenges related to developing

HVM-based security solutions [98], HVM approaches

typically instrument the hypervisor layer in root mode

to collect information from non-root mode, and then

send it to an external client. HVM can also contribute

to restore a system to its previous state. This tech-

nology can assist during forensic investigation where a

system needs to be restored to a pre-attack snapshot.

Similarly to the HVM operation abstraction, the

System Management Mode (SMM) is a CPU operating

mode which implements system control features such

as power management and system hardware control.

It offers a distinct and easily isolated processor en-

vironment: The system under monitoring executes in

ordinary CPU modes (guest-analogous) and the SMM

monitor (hypervisor-analogous) in SMM mode [99,100].

Furthermore, the Management Engine (ME) is a man-

agement mode in the form of microcontroller co-processor

integrated in Intel chipsets and is part of the Intel’s Ac-

tive Management Technology (AMT) [101] [102]. The

ME provides the necessary functionality for Boot Guard,

SGX EPID provisioning and attestation services, re-

mote corporate asset management, etc. Environments

like ME are not an exclusivity of Intel: a similar solu-

tion is present in AMD processors, called Secure Pro-

cessor [103].

Hardware Performance Counters (HPCs) are special-

purpose registers and logic in the micro-architecture of

processors. HPCs were initially designed as debugging

tools for performance tuning and analysis: collecting

information on processor events and the running pro-

cesses. Despite the challenges of using HPCs for security

applications, HPCs demonstrate a highly granular and

low footprint method of detecting anomalous behav-

ior [18, 104, 105]. In addition to leveraging special pro-

cessor operating modes and purposely-developed hard-

ware, security monitoring at the hardware layer can

be achieved using specific hardware components such

as GPUs (e.g., network intrusion detection [106]), PCI

cards (e.g., PCI-based direct memory access) , and trans-

actional memories [107]. Moreover, external hardware

tools can monitor bus and memory data for real-time

analysis and inspection [108,109].

Protection mechanisms at the hardware layer could

thwart adversaries from reverse engineering the hard-

ware design. It is critical to protect hardware-based test

interfaces and structures, e.g., disable/destroy JTAG

access circuit scan chain pins. It is recommended to

encrypt or at least obfuscate traffic to increase attack

difficulty. Protection at the hardware layer can also be

achieved via tamper-resistance approaches in both cy-
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ber and physical level. Tamper-proof devices come in

a variety of forms and capabilities. For example, steel

housing can enhance the physical security of a system.

Also, covering of the circuit and wires can protect from

non-invasive type of attacks. Tamper-evidence ensures

that there is visible evidence left behind when tamper-

ing occurs [110]. Tamper-detection sensors and circuitry

could also assist in erasing sensitive parts of memory in

case of intrusion. “Smart” cards for instance, can pro-

vide protection for cryptographic keys residing inside

them. Light, frequency, temperature, voltage, and other

types of sensors can also be utilized to detect attempts

to access the hardware of a device.

The prevention of “compromising side-channel in-

formation” is an important requirement for secure hard-

ware. Shielding using Faraday-cage housing for ICs

can be effective in blocking external signals and thus

prevent electromagnetic-based emanations and side-

channel attacks. In addition, extra hardware compo-

nents such as cryptographic chips and secure memory

devices (e.g., Dallas Semiconductor DS2432 EEPROM,

Atmel CryptoMemory family of devices, KeeLoq, Mi-

fare, etc.) can also be used to provide hardware-based

trust. For example, the functionality of TPM can assist

in verifying software integrity via remote attestation as

well as data binding (data to be encrypted using a se-

cret key that can be migrated), and sealing to a certain

TPM and configuration [111].

Moreover, asynchronous designs [112], dynamic and

differential logic [113], dual-rail with pre-charge logic

[114], integration of dummy gates at the layout-level

[115], or even having gates with power consumption in-

dependent of the input values (to reduce the informa-

tion provided by the measurement values) could thwart

an adversary from attacking the hardware design. Be-

sides adding dummy gates, it has been shown that cam-

ouflaging can be strengthen without much overhead by

judiciously selecting the gates in the design to camou-

flage [116]. Additionally, the number of layers per chip

and manufacturing in smaller technologies can prevent

access and manipulation of chips.

5 Conclusions

In this survey paper, we emphasized the importance of

quantifying and analyzing intelligence extracted from

the hardware of smart grid devices. We have examined

ways to collect and utilize the information based on

the access level to the hardware components and the

capabilities of the attackers. We also highlighted solu-

tions and effective methods towards enhancing the se-

curity of embedded devices utilized in power system ap-

plications. The robustness and resiliency of embedded

Table 2: Monitoring and Protection Solutions at the

Hardware Layer.

Layer Vulnerabilities & Threats
• Isolated Rings
• Hardware Virtual Machines
• System Management Mode

Monitoring • Management Engine and
Secure Processor
• Hardware Performance Counters
• Hardware Components
• External Monitoring Hardware
• Interfaces
• Tamper Mechanisms:

Resistance, Evidence, Detection
Protection • Side-Channel Emissions

• Circuit Board Design and Routing
• Hardware Components

devices, and hence the security of smart grid imple-

mentations, starts with developing and incorporating

monitoring and protection mechanisms at the hardware

layer.
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